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Abstract

Deepfake videos present an increasing threat to society with potentially negative im-
pact on criminal justice, democracy, and personal safety and privacy. Meanwhile, de-
tecting deepfakes, at scale, remains a very challenging task that often requires labeled
training data from existing deepfake generation methods. Further, even the most ac-
curate supervised deepfake detection methods do not generalize to deepfakes generated
using new generation methods. In this paper, we propose a novel unsupervised method
for detecting deepfake videos by explicitly discovering intra-modal and cross-modal in-
consistencies between video segments. The fundamental hypothesis behind our proposed
method is that motion or identity inconsistencies are inevitable in motion-transfer deep-
fake videos. We provide the first mathematical and empirical evidence to support this
hypothesis, hence justifying the generalizability of our method. Our proposed method
outperforms prior state-of-the-art unsupervised deepfake detection methods on the chal-
lenging FakeAVCeleb dataset, and also has several additional advantages: it is scalable
because it does not require pristine (real) samples for each identity during inference and
therefore can apply to arbitrarily many identities; generalizable because it is trained only
on real videos and therefore does not rely on any particular deepfake method; reliable be-
cause it does not rely on any likelihood estimation in high dimensions; and explainable
because it can pinpoint the exact location of modality inconsistencies.
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1 Introduction
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Deepfake Model A: Exact Motion Matching → Identity Inconsistency

Deepfake Model B: Exact Identity Matching → Motion Distortion

Figure 1: When transferring the motion of
the source video (top) to the target iden-
tity (Angelina Jolie), the deepfake generation
method [15] faces a trade-off: (middle) match-
ing motion exactly results in frames with
wrong identity which can be detected by look-
ing for intra-modal identity inconsistency; or
(bottom) matching identity exactly results in
motion distortion which can be detected by
looking for video cross-modal inconsistency
with audio (e.g., the lips do not move at mo-
ments where audio magnitude shows speak-
ing, and vice versa). Red boxes indicate in-
consistent segments.

The rapid advancement of generative deep
learning [26, 43, 44], fueled by faster and
cheaper compute power and exploding data
availability, has blurred the line between
fact and fiction. In particular, deepfakes*—
videos in which the motion of a source
video is transferred to a target identity such
that it appears to say the words uttered
by the source—are becoming increasingly
hard to distinguish from real videos [15].
Since existing deepfake detection methods
themselves can be used as part of the objec-
tive in the generation process to improve the
deepfake quality, this rapid advancement in
generative deep learning leads to a daunt-
ing question: will machines eventually be
able to imitate any person without leav-
ing any trace? Despite the alarming em-
pirical evidence [3, 24], we conjecture that
the answer could be negative; that is, deep-
fakes might always contain a detectable in-
evitable trace. The intuition behind this
conjecture is illustrated in fig. 1. While
the synthesized video (middle row) appears
very realistic in each frame and its motion
almost exactly matches those of the source,
a closer look reveals that at certain frames
the identity of the person has noticeably
changed (depicted by a red dashed box).
We conjecture that this phenomenon, which
occurs in various deepfake videos [27], is a
consequence of a fundamental property of
facial motion and identity, that facial motion and identity are not independent variables.
Consequently, a deepfake model must either not perfectly transfer the motion (leading to mo-
tion inconsistencies in the target video) or perfectly transfer the motion and partially transfer
the identity as well (leading to identity inconsistencies in the target video). In this paper,
we develop a new method for explicitly detecting these conjectured inconsistencies (sec-
tion 3), and provide mathematical and empirical evidence to support our conjecture (in
the supplementary material C.1).

Our proposed unsupervised deepfake detection method is designed to explicitly detect
intra- and cross-modal inconsistencies within a given video. While extracting consistency-
based features have been explored in prior deepfake detection (i.e., learning joint features
from video-audio based on a contrastive loss [4, 8]), our work is the first to explicitly pin-

*We use deepfake as an umbrella term to refer to fake video generation in general including face-swapping, face
reenactment, face generation, etc.
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point which parts of a given video are inconsistent, and it achieves this without relying on
direct comparison to any pristine (real) video. Our method outperforms prior unsupervised
detection methods on the challenging FakeAVCeleb [27] dataset (achieving a new best av-
erage AUC of 96.81%). We summarize the novelty and benefits of our method compared to
prior works below.
Generalizability: Compared to supervised methods [9, 13, 32, 36], which rely on existing
deepfake generation models, our method is unsupervised and is trained solely on real videos,
thereby does not rely on the particular artifacts of existing deepfakes.
Scalability: Compared to POI-Forensics [8], which requires access to a set of pristine ref-
erence samples for each identity to compare against during inference, our method does not
require any pristine samples during inference, therefore can better scale to many new identi-
ties.
Reliability: Compared to AV-Anomaly [17], which relies on generative modeling to estimate
the likelihood of real data (making it susceptible to the known unreliability of likelihood
estimation in high-dimensions [38]), our method does not use any likelihood estimation, and
instead directly compares a given video with itself to find mismatching segments within and
across modalities.
Explainability: Our method is explainable by design, because in order to detect whether a
given video is fake, it must discover that a portion of the video is inconsistent with another
portion of the same video. These two inconsistent portions can be provided to a human
expert as an explanation for verification.

2 Related Works
Visual Deepfake Detection. The visual-only deepfake detection methods focus on detecting
the artifacts in the visual part of a video. Li et al. [33] argued that the generated face is
often warped to match the original faces in the source video, and proposed a method to
detect artifacts caused by this face warping on images using a convolution neural network
(CNN). Güera et al. [20] argued for the importance of temporal clues for deepfake detection,
and proposed a temporal-aware supervised method which trains a recurrent neural network
(RNN) on per-frame features extracted by a CNN to detect deepfake videos. Yang et al. [48]
argued that generated images often have incorrect 3D head poses, and proposed a supervised
method for detecting deepfakes based on 3D pose estimation.
Multimodal Deepfake Detection. Several approaches have recently focused on multimodal
deepfake detection by utilizing both visual and auditory information. Li et al. [37] proposed
detecting deepfake videos by analyzing audio-visual cues and perceived emotions which was
extracted from Memory Fusion Network (MFN) [50]. AV-Anomaly [17] first learns a joint
audio-visual segment feature in a contrastive setting from real videos, and then trains a like-
lihood estimator on those features extracted from real videos (an autoregressive generative
model of sequences of synchronization characteristics). The likelihood estimator is then
used to score a query video’s likelihood of being real. POI-Forensics [8] proposed an audio-
visual identification verification approach, where a model is trained to extract features that
indicate the identities of videos through contrastive learning on real videos, and then during
inference, these features are used to compare a query video to a set of existing pristine (real)
videos, to determine a fakeness score. AVFF [40] recently proposed a two-stage model that
first trains a joint audio-visual representation for real videos through unsupervised learning,
and then trains a classifier on this representation for deepfake detection.
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Figure 2: Training and testing scheme for intra-modal consistency and cross-modal consis-
tency methods. For each training batch, we take multiple fixed-size video and audio clips of
N distinct identities and feed them into our networks. ① is an output (feature vector) of all
identities extracted from the identity network at time-window ta, The similarity matrix com-
puted on time dimension is given in the gray box on the left, each element ② represents the
similarity matrix of ① on a specific time-window pair (ta, tb). A intra-modal consistency loss
for identity network training is calculated based on this tensor. ③ denotes the feature vector
generated by video and audio network at time-window ta. The features of each individual
across multiple time windows are used to generate their corresponding similarity matrix. A
cross-modal consistency loss for video and audio network training is calculated from these
N 2-dimensional matrices.

In contrast to the aforementioned methods which use audio-visual consistency objec-
tives as a way to learn representative features for later processing (likelihood estimation or
comparison to pristine videos or supervised classifier training), we aim to develop a method
that is purely based on unsupervised learning and can explicitly identify inconsistencies in a
query video. We also provide theoretical justification for the generalization of the proposed
method to unseen deepfake methods.

3 Deepfake Detection

Motivated by the issue illustrated in fig. 1, we propose a deepfake detection method based
on the premise of inevitable inconsistencies in terms of (1) identity inconsistency in the
generated video by comparing different video segment pairs in the video, and (2) motion
distortions in the generated video by comparing video and audio segments. Our method is
summarized in fig. 2, and described in detail in this section.
Notation and Training Setup. Assume a training batch that includes multiple videos {vi}N

i=1
for N distinct real identities, each video having T different time-windows (a time-window
is a fixed duration of time). Each video goes through three mappings parameterized by
neural networks to extract identity, visual and audio features. Let µ : V × {1 . . .T} →
{y ∈ Rd : ||y||2 = 1} define a mapping between a video and its corresponding identity fea-



TIAN ET AL.: UNSUPERVISED MULTIMODAL DEEPFAKE DETECTION 5

tures at a time-window t ∈ [1,T ], similarly γ : V ×{1 . . .T} → {y ∈ Rd : ||y||2 = 1} define
a mapping between a video and its corresponding visual features at a time-window, and
α : V ×{1 . . .T} → {y ∈ Rd : ||y||2 = 1} define a mapping between a video and its corre-
sponding audio features at a time-window. Whenever referring to a feature extracted from
the video of identity i at time-window t, we summarize µ(vi, t) into µi(t) for brevity. The
dot product is denoted by ⟨·, ·⟩.
Intra-modal Consistency Loss. In order to detect identity inconsistencies, we must learn
an identity feature extractor µ that is sensitive to slight changes of identity within any video.
Therefore, we propose the intra-modal consistency loss, whose objective is to guide µ to
learn maximally divergent feature vectors between different identities, and maximally con-
vergent feature vectors between different observations/samples of the same identity. We use
µ to extract identify features for each sample in the batch as illustrated in the left side of
fig. 2. We then measure the similarity between all pairs of identity vectors ⟨µi(t),µ j(q)⟩,
where i, j are identity indices and t,q time-window indices, resulting in a T × T ×N ×N
similarity tensor. eq. (1) shows the overall intra-modal consistency loss L :

L =
−1

N ×T 2

T

∑
t=1

T

∑
q=1

N

∑
i=1

log

(
exp(⟨µi(t),µi(q)⟩/τ)

∑
N
j=1 exp(⟨µi(t),µ j(q)⟩/τ)

)
(1)

where τ is the temperature used to control the scale of similarity measurements. The left
part of fig. 2 illustrates how we find the dissimilarity with given features from different
identities (small white squares in ②-fig. 2) and the similarity with given features from the
same identity (small colored squares in ②-fig. 2). The objective is to make the colored
dot-products increase and white dot-products decrease such that vectors of similar identities
becoming closer to each other than to vectors of dissimilar identities, across all pairs of time-
windows. At inference time, the video is divided into T fixed sized windows. As illustrated
by the black arrows in the left part of the testing flow in fig. 2, we use the trained µ to
compute the T ×T similarity matrix of identity features. The intra-modal consistency score
of the test video using intra-modal consistency method ( Score ) is the nth percentile of this
similarity matrix.
Cross-modal Consistency Loss. In order to detect motion inconsistencies, we propose to
learn a visual feature extractor γ and an audio feature extractor α that are sensitive to slight
mismatches between audio and video of a speaking person. To that end, we construct the
cross-modal consistency loss, whose objective is to guide γ and α to learn maximally di-
vergent feature vectors between video and audio at different time-windows, and maximally
convergent feature vectors between video and audio at the same time-windows. We use γ

and α to extract visual and audio features for each sample in the batch as illustrated in the
right side of fig. 2. We then measure the similarity between all pairs of audio-video feature
vectors ⟨γi(t),αi(q)⟩, where i is the identity index and t,q are time-window indices, resulting
in a N ×T ×T similarity tensor. eq. (2) shows the overall cross-modal consistency loss L :

L =
−1

N ×T

N

∑
i=1

T

∑
t=1

log

(
exp(⟨γi(t),αi(t)⟩/τ ′)

∑
T
q=1 exp(⟨γi(t),αi(q)⟩/τ ′)

)
+ log

(
exp(⟨γi(t),αi(t)⟩/τ ′)

∑
T
q=1 exp(⟨γi(q),αi(t)⟩/τ ′)

)
(2)

where τ ′ is the temperature used to control the scale of similarity measurements. The right
part of fig. 2 intuitively illustrates how we find the dissimilarity with given audio and video
features at different time-windows (white squares in the gray block-fig. 2) and the similarity
with given audio and video features from the same time-window (squares with green and
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Table 1: AUC (%) and AP (%) of our methods (Intra-modal, Cross-modal, and Intra-Cross-
modal) on FakeAVCeleb[27]. Best and second-best results of supervised and unsupervised
methods are in bold and underlined. Our combined method outperforms the unsupervised
state-of-the-art, and reaches within 2.7 absolute percentage points of best supervised method
on average (AVG-FV). It also exceeds the unsupervised state-of-the-art method by 22.4 and
the supervised state-of-the-art method by 7 percentage points in the RVFA category.

Method Modality Pretrained Dataset
Catogory

RVFA FVRA-WL FVFA-FS FVFA-GAN FVFA-WL AVG-FV

AP AUC AP AUC AP AUC AP AUC AP AUC AP AUC

Su
pe

rv
is

ed

Xception [45] V ImageNet - - 88.2 88.3 92.3 93.5 67.6 68.5 91.0 91.0 84.8 85.3

LipForensics [21] V LRW - - 97.8 97.7 99.9 99.9 61.5 68.1 98.6 98.7 89.4 91.1

AD DFD [52] AV Kinetics 74.9 73.3 97.0 97.4 99.6 99.7 58.4 55.4 100. 100. 88.8 88.1

FTCN [51] V - - - 96.2 97.4 100. 100. 77.4 78.3 95.6 96.5 92.3 93.1

RealForensics [22] V LRW - - 88.8 93.0 99.3 99.1 99.8 99.8 93.4 96.7 95.3 97.1

AVFF [40] AV LRS3 & FakeAvCeleb 93.3 92.4 94.8 98.2 100. 100. 99.9 100. 99.4 99.8 98.5 99.5

U
ns

up
er

vi
se

d

AVBYOL [19] AV LRW 50.0 50.0 73.4 61.3 88.7 80.8 60.2 33.8 73.2 61.0 73.9 59.2

VQ-GAN [16] V LRS2 - - 50.3 49.3 57.5 53.0 49.6 48.0 62.4 56.9 55.0 51.8

A-V Anomaly [17] AV LRS2 62.4 71.6 93.6 93.7 95.3 95.8 94.1 94.3 93.8 94.1 94.2 94.5

A-V Anomaly [17] AV LRS3 70.7 80.5 91.1 93.0 91.0 92.3 91.6 92.7 91.4 93.1 91.3 92.8

Ours (Intra-modal) V VoxCeleb2 - - 65.14 67.99 86.11 86.65 90.08 90.65 63.28 66.15 76.15 77.86

Ours (Cross-modal) AV VoxCeleb2 99.68 99.65 94.56 95.89 93.52 95.66 92.16 94.58 95.29 96.25 93.88 95.62

Ours (Intra-Cross-modal) AV+V VoxCeleb2 98.49 99.41 94.92 95.96 96.90 97.71 96.67 97.59 94.84 95.99 95.74 96.81

brown filling as marked as ④-fig. 2). The objective is to make the colored dot-products
increase and white dot-products decrease such that vectors of corresponding audio-visual
time-windows become closer to each other than to all other audio or video vectors of dif-
ferent time-window for each identity. At inference/testing time, the testing video is divided
into T fixed sized windows, and following the black arrows in the right part of the test-
ing flow in fig. 2, we will use the trained γ and α to compute the T ×T similarity matrix
of visual-audio features. The score of the testing video ( Score ) is determined by cal-
culating the average value of its diagonal elements. We take the sum of our two scores
Score = Score +Score as the final deepfake detection score. We visualize the inference
of our methods on a real and a fake video in fig. 3 in supplementary material, and illustrate
its inherent explainability.

4 Experimental Evaluations

Training Datasets. We use VoxCeleb2 [7] for training our methods, because our training
process requires a substantial amount of speaking videos from various individuals, and Vox-
Celeb2 meets the requirements. VoxCeleb2 includes over 6000 different identities, each
with videos of that identity speaking in multiple scenarios. Leveraging this characteristic, it
is feasible to construct a substantial number of video and audio windows with fixed size. For
ablation purposes, we also report the results of our method when trained on LRS3 [1] and
without any training in the supplementary material.
Evaluation Datasets. We use FakeAVCeleb [27] – the most common evaluation benchmark
used by recent multimodal deepfake detection methods [8, 17, 40] – to evaluate the perfor-
mance of our model, which consists of 500 identities taken from VoxCeleb2, where both
the visual and audio content of the videos of these identities is tampered. We excluded
all videos of the 500 identities present in FakeAVCeleb from our training dataset (Vox-
Celeb2) in order to prevent our method from learning features specific to these identities.
FakeAVCeleb dataset allows us to thoroughly test our model’s ability to discern between
different modalities of forgery. Specifically, FakeAVCeleb utilizes Wav2Lip [41], faceswap
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[27] and fsgan [39] for video manipulation, along with SV2TTS [25] for audio manipulation.
The manipulated videos are categorized into four groups: RealVideo-RealAudio, RealVideo-
FakeAudio, FakeVideo-RealAudio, and FakeVideo-FakeAudio. The first two categories con-
tain 500 videos each, and the others have about 10000 videos each. In addition, we also use
KoDF [29], a deepfake dataset of Korean speaking videos, for evaluating the generaliza-
tion of our method to people speaking in other languages (which indicates out-of-domain
generalization to audio features).
Models. We use the AdaFace [28] model pre-trained on MS1MV2 [11], MS1MV3 [12]
and WebFace4M [53] to extract per-frame identity features and use a transformer encoder
to aggregate the identity in a time-window for our visual features (both µ and γ). For the
audio features (α) we use the Whisper [42] encoder pre-trained on 680k hours of labeled
audio-text data as our audio feature extractor. The entire model (including pretrained layers)
are trained during our training with intra- and cross-modal losses. Further implementation,
data pre-processing, and hyperparameter details are provided in supplementary material.
Metrics. Following standard practice [8, 17], we report the Area Under the ROC Curve
(AUC) and Average Precision (AP) as performance metrics.

4.1 Main Results
Following the evaluation setup of [17, 40], we separately consider the five categories of
FakeAVCeleb dataset (RVFA, FVRA-WL, FVFA-WL, FVFA-FS, FVFA-GAN). This allows
us to gain insights into our performance under different types of deepfakes. Note that our
methods achieve their performance without seeing any of the identities or deepfake genera-
tions in the FakeAVCeleb dataset, during its training. Our methods also do not require, nor
has access to, any pristine (real) videos during inference.
SOTA Unsupervised Performance. In table 1, we observe that our combined method (Intra-
Cross-modal) achieves a significant improvement over state-of-the-art unsupervised methods
across all categories, and is only 2.7% lower than the best-performing supervised method
[40] on average (AVG-FV). Note that the training datasets are not the same across different
methods, so this shows an "as-is" comparison between methods. We train our method on
VoxCeleb2 because LRS2 lacks identity labels needed for our intra-modal consistency train-
ing, and LRS3 has limited scenario diversity per identity. Nonetheless, we also report our
method’s results when trained on LRS3 in table 3 for completeness, and observe that it still
outperforms prior unsupervised methods, albeit with slightly lower results than VoxCeleb2.
SOTA Performance on RVFA. For the detection of the challenging RVFA (real-video fake-
audio) category, our performance (99.41% in AUC) surpasses all other supervised and un-
supervised methods. Compared to the previous state-of-the-art unsupervised method, A-V
Anomaly [17], our method achieves an 18.91% increase in AUC. Additionally, it outper-
forms the former top supervised method, AVFF [40], by 7.41%.
Complementary Benefits of Our Intra-Modal and Inter-Modal Methods. Another no-
table observation is that while our combined method (Intra-Cross-modal) achieves state-of-
the-art performance, the performance of the two sub-scores (Intra-modal and Cross-modal)
varies by the deepfake type and show complementary strengths (the worst AUC of the Cross-
modal method is on FVFA-GAN, which is where the Intra-modal method has its best AUC).
This observation provides further evidence for our theoretical justification that there is a
trade-off between identity consistency and motion consistency, and therefore detecting both
types of inconsistencies should be considered. We further discuss the separate performance
of the Intra-modal and Cross-modal methods in the supplementary material C.3.

Citation
Citation
{Khalid, Tariq, and Woo} 2021

Citation
Citation
{Nirkin, Keller, and Hassner} 2019

Citation
Citation
{Jia, Zhang, Weiss, Wang, Shen, Ren, Nguyen, Pang, Lopez~Moreno, Wu, et~al.} 2018

Citation
Citation
{Kwon, You, Nam, Park, and Chae} 2021

Citation
Citation
{Kim, Jain, and Liu} 2022

Citation
Citation
{Deng, Guo, Xue, and Zafeiriou} 2019{}

Citation
Citation
{Deng, Guo, Zhang, Deng, Lu, and Shi} 2019{}

Citation
Citation
{Zhu, Huang, Deng, Ye, Huang, Chen, Zhu, Yang, Lu, Du, and Zhou} 2021

Citation
Citation
{Radford, Kim, Xu, Brockman, McLeavey, and Sutskever} 2022

Citation
Citation
{Cozzolino, Pianese, Niesner, and Verdoliva} 2023

Citation
Citation
{Feng, Chen, and Owens} 2023

Citation
Citation
{Feng, Chen, and Owens} 2023

Citation
Citation
{Oorloff, Koppisetti, Bonettini, Solanki, Colman, Yacoob, Shahriyari, and Bharaj} 2024

Citation
Citation
{Oorloff, Koppisetti, Bonettini, Solanki, Colman, Yacoob, Shahriyari, and Bharaj} 2024

Citation
Citation
{Feng, Chen, and Owens} 2023

Citation
Citation
{Oorloff, Koppisetti, Bonettini, Solanki, Colman, Yacoob, Shahriyari, and Bharaj} 2024



8 TIAN ET AL.: UNSUPERVISED MULTIMODAL DEEPFAKE DETECTION

Table 2: AUC (%) comparison of our Intra-Cross-modal method on high/low quality com-
pressed FakeAVCeleb dataset, and attacked KoDF dataset. The best and second-best results
of supervised and unsupervised methods are in bold and underlined.

Methods
FakeAVCeleb KoDF
HQ LQ Attacked

Su
pe

rv
is

ed

Seferbekov[46] 98.6 61.7 61.5
FTCN[51] 84.0 37.6 58.3
LipForensics [21] 97.6 58.3 54.8
Real Forensics[22] 88.3 52.9 55.5
MDS-based FD[5] 64.7 61.1 55.4
Joint AV[52] 55.1 55.2 47.1

U
ns

up
er

vi
se

d ICT [14] 68.2 66.9 61.5
ICT-Ref[14] 71.9 71.2 78.0
ID-Reveal [10] 70.2 70.8 73.4
POI-Forensics [8] 94.1 94.4 80.5
Ours (Intra-Cross-modal) 95.5 85.9 84.2±1.1

Generalization to Audio/Video Compression. Following the evaluation setting of [8], we
construct a high quality and low quality version of the FakeAVCeleb dataset. In the High
Quality (HQ) setting, the video is compressed using H.264 encoding with factor 23, and
the audio is the same as original (44.1KHz). In the Low Quality (LQ) setting, the video is
compressed using H.264 encoding with factor 40 and the audio is sampled with a sample
rate of 16KHz. In table 2, we observe that our method outperforms all other unsupervised
methods in the HQ compression setting (small video compression, no audio compression).
In the LQ setting, our method is second to POI-Forensics, while still outperforming all other
methods. However, it is important to note that POI-Forensics requires access to pristine
videos during testing, which it can compress to the same LQ setting and directly compare
the query videos against it. We could not include AV-Anomaly [17] in these evaluations due
to lack of public inference and training code.
Generalization to KoDF. We also evaluated our method using the adversarially attacked
subset of the KoDF [29] (both real and deepfake videos are adversarially attacked using
the Fast Gradient Sign Method (FGSM) [18]). In this setting, POI-Forensics [8] randomly
sampled 276 original videos and 544 synthesized videos as positive and negative samples
for evaluation. The specific method for random selection of data was not disclosed by [8].
Therefore, for a robust and fair comparison, we repeat our evaluation 1000 times follow-
ing their setting, each time with new random choice of 276 original and 544 synthesized
videos from KoDF, which contains 5365 original and 15044 synthesized videos, and report
the average and standard deviation of our method’s AUC (%). In table 2, we observe that
our method outperforms all supervised and unsupervised methods on this challenging task,
where not only the language of the videos are completely different than training, but all
the samples are also adversarially attacked. This empirical evidence further validates our
theoretical insight (supplementary material C.1) that deepfakes contain inconsistencies in
identity or motion.
Can Our Backbone Pre-trained Models Discover Inconsistencies Without Training?
We utilize pretrained neural networks as the backbone for our identity, visual, and audio en-
coders that are originally trained for identity and speech recognition tasks. So it is possible
that these models a priori can identify certain intra- and cross-modal inconsistencies. To
verify the importance of our training process for discovering inconsistencies, we directly use
our backbone pretrained models without further training to assess their inherent capability
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Table 3: The effect of training dataset on the deepfake detection performance of our proposed
methods on FakeAVCeleb. Without training with our objectives (in red), our backbone per-
tained visual, audio, and identity encoders have little success. Training with our objectives
brings about significant performance enhancement, albeit slightly lower on LRS3 compared
to VoxCeleb2.

Method Modality Dataset
Category

RVFA AVG-FV
AP AUC AP AUC

U
ns

up
er

vi
se

d

Ours (Intra) V None - - 63.62 63.58
Ours (Intra) V LRS3 - - 75.46 75.60
Ours (Intra) V VoxCeleb2 - - 76.15 77.86
Ours (Cross) AV None 52.15 52.44 51.20 50.19
Ours (Cross) AV LRS3 99.00 99.03 92.10 93.15
Ours (Cross) AV VoxCeleb2 99.68 99.65 93.88 95.62

Ours (Intra-Cross) AV+V None 52.50 53.07 63.61 63.64
Ours (Intra-Cross) AV+V LRS3 97.79 98.70 94.50 95.08
Ours (Intra-Cross) AV+V VoxCeleb2 98.49 99.41 95.74 96.81

in detecting inconsistencies, hence detecting deepfakes. In table 3, we observe that these
pretrained models alone have almost no capability in detecting deepfakes through identify-
ing intra-modal or cross-modal inconsistencies, suggesting that they fail to discern subtle
variations in identity features and mismatches between audio and visual modalities. This
highlights the effectiveness of our proposed loss functions and training strategies, which ex-
plicitly guide the models to recognize the intrinsic inconsistencies in deepfake videos, as
discussed in section 3, thus enabling accurate deepfake detection.

5 Conclusion

In this work, we introduced a novel theoretical analysis that suggests motion or identity in-
consistencies are inevitable in deepfake videos that transfer the motion of a source video to a
target video. We also proposed unsupervised methods to explicitly detect and pinpoint iden-
tity and motion inconsistencies in deepfakes, and combined them into the Intra-Cross-modal
method that achieved a new state-of-the-art performance on the FakeAVCeleb dataset. We
also showed that our method generalizes to videos of other languages (KoDF Korean speech
deepfake dataset), adversarial attacks, and small video compression. Furthermore, compared
to existing deepfake detection methods, our method is more scalable because it does not re-
quire any pristine (real) videos during inference, generalizable because it only trains on real
videos, reliable because it does not explicitly use likelihood estimation in high dimensions,
and explainable because it explicitly discovers verifiable inconsistent segments in a video.
Our findings reveal several directions for future research. First, directly measuring the terms
in the proposed information-theoretical upper bound in the supplementary material C.1 for
various deepfake methods can more directly verify the bound and be a new way of deepfake
detection in itself. Second, the proposed Intra-modal method could be further improved by
building inductive biases into the architecture that encourages attending to finer visual de-
tails. Finally, the proposed consistency losses could be applied to other video types beyond
talking-heads, such as to multimodal full-body or aerial videos.
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