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Out-of-Distribution (OOD) detection is critical to Al reliability and safety.
The goal is to determine whether a test sample belongs to the In-Distribution
(ID) or is OOD. This problem is especially important in high-stakes domains
such as medical imaging, finance, and cybersecurity, where models can make
confident yet incorrect predictions on untamiliar data.

Why Bayesian?

Bayesian Neural Networks (BNNs) explicitly model uncertainty by placing a

probability distribution over weights:

oy P(Dlw) plw)
plwlD) = P2

where p(D) = / p(D|w)p(w)dw

This allows the model to quantity how confident it should be about its pre-

dictions.
Posterior Predictive Distribution:

pylx D) = [ plylx,w) p(w]D) de

Bayesian Neural Networks incorporate both:
e Aleatoric uncertainty: inherent noise in the data (e.g. ambiguous inputs);
e Epistemic uncertainty: uncertainty about the model parameters w.

Why it matters for small data:

When data are scarce, point-estimate networks (MLE) can be
overconfident.
Bayesian models share belief across plausible parameter
configurations, reducing overconfidence.

Likelihood: § = f(x; @) = Bayesian: p(y|x, D) = E,,p)[p(¥|x, w)]

In essence: BNNs let us reason about epistemic uncertainty. This is crucial
for OOD detection, where we must know not only what the model predicts,

but also how sure it is.

Methods

Our study compares a family of deterministic and Bayesian post-hoc OOD
scores applied to neural network classifiers. These scores are computed
using the logits or softmax probabilities and then thresholded to determine

whether a sample is ID or OOD.

Table 1: Comparison of deterministic and Bayesian OOD scores.
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Deterministic Scores

Bayesian Scores

Softmax Entropy (SE)

K
Hsp(x) = — ;P(ycm log p(yc|x)

Entropy of predictive probabilities;
high values indicate uncertainty.

Predictive Entropy (PE)

K
Hpp(x) = — Y p(yc|x, D) log p(yc|x, D)
c=1

Computed from the posterior pre-
dictive distribution p(y|x,D) =

-Eq(w) [P(]/‘JC, w)] '

Max Logit (ML)
Smr(x) = max z.(x)
C

Confidence derived directly from log-
its. Low max logit — OOD.

Expected Logit (EL ML)
SEL-ML(X) = max B () zc(x; w))

Expectation of logits over posterior
samples.

kNN in Logit Space

SN (¥) = [|z(x) — z(xp) |2
Distance in logit space from nearest ID
neighbours.

Expected Logit kNN (EL kNN)
SeL-knN(X) = [|12(x) — Z(xk) |2,

Z(x) = Eqg ) z(x; w)]
Same, but with expected logits.

kKNN+ (class-conditioned)
SknN+ (X) = dinn(x) + min de(x)

1
C . 1 Z dC,(x)
c'#£c
Balances aleatoric and epistemic un-
certainty.

Expected Logit kKNN+ (EL kNN+)

Same as left but using Z(x) (posterior
mean logits).

No direct deterministic analog.
Though, kNN is a surrogate measure
of epistemic uncertainty.

Mutual Information (MI)
I(w;y|x,D) = H[p(y|x, D)]
_:Eq(w) [H[p(ylx, w)”

Captures pure epistemic uncertainty.
No deterministic counterpart.

Results

Our experiments show that Bayesian methods consistently outperform de-
terministic ones in the small-data regime. For MNIST, the class-conditional
Bayesian kINN+ score (EL kNN+) achieves the best overall performance, with

the highest AUC-ROC and lowest FPR95 across OOD datasets. For CIFAR-
10, the Bayesian Maximum Logit (EL ML) yields the strongest results.

Notably, logit-space methods (ML, kNN, kNN+) tend to outperform
probability-based ones (SE, PE, MI). This highlights that information en-
coded in raw logits carries a stronger signal for distinguishing OOD samples.

100 - 200 +

0 4 " 100 A
_.-_-_ ,. .

—100 -

Class 1
Class 2

~200 A ~100 -

—300 - — 4
—200 - 200

—400 A —300 -

0 250 500 750 0 250 500 750 0 250 500 750
Class 7 Class 7 Class 7

Logits for Class 7

o0 B MNIST

100 A | 70 1 mm FashionMNIST

0- ~100 |

—200 A

s
o
1

Class 5
Class 6

Frequency

—300 A

I
N
-
o

1

W

o

—400 -

N
o
1 1

'—I
o
1

—300 - ~500 -

400 ~600 - | L]

0 250 500 750 0 250 500 750 0 250 500 750
Class 7 Class 7 Logits

Figure 1: Joint distribution of logit components from the posterior distribution
for blue (MNIST sample) and red (FashionMNIST) sample. The MNIST sample
shows strong logit signals for class 7 and very weak signals for the remaining
clsses, while the FashionMNIST sample doesn’t follow this pattern.

Table 2: Summary of OOD detection performance. Best methods bolded.

Method MNIST (AUC-ROC) CIFAR-10 (AUC-ROC)
Softmax Entropy 73.3 90.5
MLE/FinT ML 50.4 90.7
MLE kNN 85.4 81.8
MLE/FIinT kNN+ 87.0 90.3
Predictive Entropy 91.8 91.2
Mutual Information 90.4 68.7
EL ML 93.5 92.6
EL kNN 86.5 81.3
EL kKNN+ 93.8 90.9
Discussion

Our findings highlight three key insights:

* Bayesian Advantage: BNNs outperform deterministic networks in OOD
detection, especially when training data is limited. Explicit uncertainty
modelling is the main driver of this improvement.

* Logit-Space Power: Scores computed in logit space (particularly EL KNN+)
provide more robust signals for OOD detection than probability-based met-
rics.

* Role of Priors: Incorporating informative priors via empirical Bayes
(MOPED) further enhances performance, demonstrating the importance of
prior knowledge in low-data regimes.

These insights suggest that future work should explore richer Bayesian infer-
ence techniques, such as the Laplace approximation, and adapt novel OOD
scores that exploit internal model representations.
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