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Introduction

Adversarial training enhances robustness but often sacrifices standard accuracy due to gradient conflicts between standard and adversarial
losses. We propose Conflict-Aware Adversarial Training (CA-AT), which dynamically balances these losses via gradient operation.
CA-AT achieves a better trade-off between accuracy and robustness in both full and parameter-efficient fine-tuning (PEFT) settings.
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Left: CA-AT resolves the conflict between clean gradient g.and adversarial gradient g,via gradient projection with trade-off factor ¢.
Right: The model optimized by g.achieves higher standard (blue) and adversarial (red) accuracy than the vanilla averaged gradient g,on
ResNetl8 trained with PGD.
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Observation of Gradient Conflict Methodology
We Qeﬁne L= llgallz " llgcll - (1 — cos(g¢ gc)) to measure gradient n Ilgal |2 (YA /1,¢2,¢‘ /1—92) <
conflict. 8a 8 OV
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1. |lgcl]2 - convergence of standard loss L. gc, ¢ >y
2. ||8all2- convergence of adversarial loss L, CA-AT introduces a threshold y to decide whether to use the clean or
3.1 —cos(g., gc) - directional conflict adversarial gradient. When the similarity is below y, the method
projects g, toward g to mitigate conflict. Otherwise, it directly uses
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1. Given the Lyrestriction for € as ||€||2 < 8 ,we have u < 0(82). o ceeo e o ’
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Left: standard and adversarial accuracy on testing set with different (1) Reveal the influence of training samples causing gradient conflict.

budget 8. Right: the relation between € and §. (2) Does gradient conflict exist in adversarial training for LLMs?
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