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Motivation & Goal

Why Input Monitoring Matters?

Camera-based deep neural networks (DNNs) drive
critical autonomous driving (AD) functions: lane-
keeping, sign recognition, and scene understanding.
DNNs in autonomous driving (AD) lack robustness
again distribution shifts and they cannot guarantee
performance on novel objects (semantic-shift) or
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Proposed Approach

Vision Foundation Models-Based Input Monitoring?
Step 1: Pre-trained VFMs encode training images into a

fature space that captures the trainingdata characteristics.

Step 2: Density modeling techniques computes likelihood

scores for new inputs, enabling automated detection of ID

(in-distribution) or OOD inputs.
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Experimental Setup

Vision Foundation Models (VFMs)

CLIP (8 Variants): ResNet + ViT backbones

DINO (5 Variants): Self-Supervised ViT + ResNet
DINOvV2 (4 variants): ViT-S to Vit-G

Grounding DINO (2 variants): Swin Transformer

Datasets

conditions (covariate-shift). .g Model‘s Train Data: Cityscapes (train), ACDC (train)
* Safety-critical systems require reliable safety [ ID: Cityscapes (validation), ACDC (validation)
monitoring. ';, g OOD Semantic Shift: Lost & Found, Bravo-Synobj
.g OOD Covariate Shift: Foggy Cityscapes, Bravo
Key Question: When can we trust perception, and when 2 (Synrain/Synflare), ACDC (fog/night/rain/snow)
should we intervene? ) Semantic and Covariate Shift: Indian Driving Dataset
_‘E”: (IDD), SegmentMelfYouCan
Existing Solutions Fall Short: S a 3
* Detect either semantic or covariate shifts = ﬁ o Evaluation
 Need model internals (impractical in AD) E o §§ Metrics: AUROC 1T, AUPR 1T, FPR954,
2 § g Density Methods: APS, MFS, OC-SVM, GMM,

Our Goal: Unified, model-agnostic, scene-level OOD
(out-of-training data) detection.

Normalizing Flows (NF)
Baseline Methods: GradNorm, Energy, Entropy,
MaxLogit, DICE, KNN, ODIN

Downstream Application

Improving Semantic Segmentation

Research Question: Can VFM-based OOD detection improve downstream task
performance without accessing the task model?

Method: We use VFM likelihood scores to filter out high-risk OOD inputs before
feeding them to pre-trained semantic segmentation models. We evaluate on IDD as it
exhibits both semantic shift and covariate shift compared to Cityscapes. Baseline
networks: DeeplLabV3+ with ResNet50, ResNet101, and MobileNetV3 and trained on

Key Results Summary: Top VFM configurations on semantic shift, covariate shift, and
comparison with baseline OOD methods.

@ Semantic Shift .., Covariate Shift

Detecting Novel Objects

|- vs. Baselines

Detecting Environmental Changes VFMs vs. OOD Detection Methods

Lost & Found (Real Hazards) G-DINO SwinB + NF Performance Lost & Found

Model Method FPR95! Condition FPR95. Method FPR951!

G-DINO s | wr Fog (i=0.2) 0.00 VFM: SwinB-NF 0.16 Cityscapes.
SwinB Fﬂg (i=0.05) 0.36 VEM: RN50-GMM  0.36 Filter Level Keep ResNet50 ResNet101 MobileNetV3 Key InSIghtS
alr B be: e 2 BravD-Synrain 0.00 GradNorm 0.43 None (Baseline) 100% 43.58 45.85 3422 ’ Up tO +58 mIOU Improvement WIthOUt
DINOV2ViT-G  NF 046 accessing task model
Bravo-Synflare 0.05 KNN 0.78 1 750, 44.73 46.81 35.40 _
T T ow +1.15 +0.9 +1.18 * Works across all architectures
ACDC Fog 0.08 Entropy 0.88 .
. NN p— | 16.86 48,35 26.59 * No labels from target domain (IDD)
ACDC Night ~ 0.02 DICE 0.94 Medium 0% 328 +2.50 +2.37 required
G-DINO
SwinB i AELC S Energy 0.97 S s, 4938 5052 38.36 » |dentifies high-risk inputs for fallback
_ +5.80 +4.67 +4.14 _
G-DINOSwinT NF 020 ACDCRain -~ 035 Foggy Cityscapes (i=0.2) strategies
CLIPRN50x64 GMM  0.53 FPR95 by Condition Method FPRO5L o
0z | VEM: SwinBNE 000 Conclusions & Future Work
Key Insights: _ _ rave-synrain “ GradNorm 0.06
. NF. most effective for semantic ACDC Night El C I .
e . acocsnow 0 VFM: RN50-GMM  0.47 onciusions
[ arpered on e 009 We propose an unsupervised, model-agnostic OOD detection framework leveraging
e Swin architecture excels ACDC Fog ea KININ 0.88 ) ) . . . . o=
. VFM density modeling to detect semantic and covariate shifts in autonomous driving.
ACDC Rain g 035 Erero 099
Our method outperforms classical baselines and enables practical deployment
ey Insights: Key Insights: through model-agnostic input filtering that improves downstream tasks without

* Perfect on sensor-level artifacts
(fog, Bravo-Synrain)

» Excellent on ACDC night & snow
(0.02-0.04)

» Severity impacts detection quality

* VFMs superior on semantic shift

accessing the task model.

¢ Perfect detection on covariate
shift

s Consistent across both types Future Work
OOD mitigation strategies: Extend beyond detection to develop treatment methods
(safe states, expert model queries, handover protocols)

Text-encoder integration: Leverage cross-modal VFMs (CLIP, Grounding-DINO) for

human-interpretable descriptions of distribution shifts

I} Complete results in the paper: Full evaluation across all VFMs (19 variants), density
methods (5 types), baseline methods (7 approaches), both shift types, and ImageNet-
trained counterparts of VFMs for fair comparison please refer to the paper.
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