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Abstract

Deep neural networks (DNNs) remain challenged by distribution shifts in complex
open-world domains like automated driving (AD): Robustness against yet unknown novel
objects (semantic shift) or styles like lighting conditions (covariate shift) cannot be guar-
anteed. Hence, reliable operation-time monitors for identification of out-of-training-data-
distribution (OOD) scenarios are imperative. Current approaches for OOD classification
are untested for complex domains like AD, are limited in the kinds of shifts they detect,
or even require supervision with OOD samples. We instead establish a framework around
a principled, unsupervised and model-agnostic method that unifies detection of semantic
and covariate shifts: Find a full model of the training data’s feature distribution, to then
use its density at new points as in-distribution (ID) score. To implement this, we pro-
pose to combine Vision Foundation Models (VFMs) as feature extractors with density
modeling techniques. Through a comprehensive benchmark of 4 VFMs with different
backbone architectures and 5 density-modeling techniques against established baselines,
we provide the first systematic evaluation of OOD classification capabilities of VFMs
across diverse conditions. VFMs embeddings with density estimation outperform ex-
isting approaches in identifying OOD inputs. Additionally, we show that our method
detects high-risk inputs likely to cause errors in downstream tasks, thereby improving
overall performance. Overall, VFMs, when coupled with robust density modeling tech-
niques, are promising to realize model-agnostic, unsupervised, reliable safety monitors
in complex vision tasks.

1 Introduction

In recent decades, deep neural networks (DNN5s) have become widely used for environmen-
tal perception due to their superior performance compared to traditional computer vision
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Figure 1: An input monitoring system for autonomous driving using a pre-trained Vision
Foundation Model as an image encoder to detect distribution shifts. The system compares
incoming images (bottom row) against the model’s training distribution (top row) to identify
whether they fall within the in-distribution (ID, green) or exhibit covariate (e.g., fog) or
semantic (e.g., unseen objects like animals) shifts. Red dots in the embedding space indicate
out-of-data-distribution inputs. The resulting flags inform the downstream detector to assess
potential failure risks.

methods [12, 14, 29, 31, 38, 45, 54]. However, in complex open-world domains such as au-
tonomous driving (AD) this performance is inevitably challenged by the long tail of the input
distribution, i.e., unforeseeable out-of-distribution (OOD) scenarios for which DNN gener-
alization cannot be guaranteed. AD spans multiple operational levels, from driver assistance
(L1-L2) to fully autonomous operation (L4-L5), with conditional automation (L3) bridging
the transition [42]. Across these levels, camera-based perception systems support critical
functions, from lane-keeping and traffic sign recognition to full scene understanding [8]. As
these systems operate in increasingly diverse environments, a fundamental question emerges:
How can we ensure that perception models function reliably in complex, open-world scenar-
ios, particularly when encountering inputs that deviate from their training distribution? To
mitigate these risks and ensure safe operation, reliable monitors that can detect and respond
to such deviations have become mandatory [16, 25]. An important approach for OOD detec-
tion is input monitoring (fig. 1), which identifies when input data fed to the system deviates
from the training data distribution [41].

Existing binary OOD classification methods suffer from critical limitations for AD ap-
plications: they often require direct access to model internals, are specialized to specific
architectures, or need exposure to anticipated shift types during training [23, 30, 33, 47, 53].
These constraints compromise reliability when encountering truly unforeseen distribution
shifts in open-world environments Furthermore, accessing internal model layers becomes
impractical in AD systems. A more principled approach would model the complete train-
ing data distribution in feature space, using density values or likelihoods as in-distribution
(ID) scores for new samples. The challenge for complex visual domains lies in extracting
sufficiently powerful features—standard DNNs and autoencoders (AE) trained on limited
datasets typically fail to capture the necessary representational richness.

This is precisely where VFMs offer a compelling solution. VFMs encode comprehensive
semantic contexts and subtle visual distinctions within their latent representations [9, 36],
making them particularly well-suited for distribution modeling. Their appeal for input mon-
itoring in AD stems from demonstrated strong generalization capabilities across diverse vi-
sual tasks and novel scenarios [24, 35], potentially enabling robust detection of unforeseen
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distribution shifts without requiring model-specific adaptations or prior exposure to OOD
examples.

In this study we investigate: How suitable are VFM image encodings for modeling a data
distribution for OOD scenario detection in complex vision domains like AD? In particular:
How do they compare to standard DNN encodings and SoTA baseline binary-OOD detec-
tion methods? Is this OOD of use for improving overall system reliability in downstream
applications? Also, while most existing works focuses on either semantic OOD detection
on object level [4, 10, 11] or on covariate shifts detection [5, 21], we are interested in moni-
toring capabilities for both semantic, covariate, and combined shift detection on scene level.
Our contributions are:

(i) We propose a modular pipeline for unsupervised, model-agnostic detection of distri-
bution shifts in input images (see fig. 1), in particular both semantic, covariate, and
joint shifts. At its core we use rich VFM feature encodings for distribution density
modeling.

(i) We for the first time benchmark VFMs for OOD on the challenging open-world domain
of AD. Our extensive tests compare 4 VFMs on 12 both synthetic and real datasets, and
7 OOD methods as baselines. Our results show the clear superiority of VFM encodings
in unified distribution shift detection.

(iii)) We demonstrate practical usability on a downstream AD perception application, show-
casing that, despite being model-agnostic, VFMs successfully identify OOD samples
with higher risk of errors.

(iv) We establish a comprehensive benchmarking framework for evaluating binary OOD
classification methods in AD by providing diverse experimental scenarios combining
different types of distribution shifts, datasets, and evaluation protocols.

2 Related Work
2.1 Binary-OOD Detection Methods

Binary OOD detection methods aim to distinguish between ID and OOD data. Existing
methods can be categorized based on their detection mechanisms. Feature-based methods
like GradNorm [23] analyze network activations and gradients to identify distribution shifts.
Logit-based approaches, including Energy [30], Entropy [33], and MaxLogit [53], examine
output characteristics of the neural network to detect anomalies. Confidence-based meth-
ods such as DICE [46] leverage confidence scores derived from the model’s predictions.
Distance-based approaches like KNN [47] assess feature space similarities to determine
whether inputs deviate from the training distribution. ODIN [27] enhances OOD detection
through temperature scaling and input preprocessing.

These methods have primarily been evaluated on standard classification datasets with ar-
tificial perturbations (e.g. Gaussian noise), but rarely tested on complex real-world problems
with natural distribution shifts like those encountered in AD [3]. Most approaches require
direct access to model internals [23, 30, 47]. This architectural dependency limits their ap-
plicability in AD systems where downstream network architectures may be proprietary or
inaccessible. Additionally, these approaches require supervision with anticipated shift types
during training [3], which compromises reliability when encountering truly unforeseen dis-
tribution shifts in open-world environments.
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2.2 Vision Foundation Models

FMs are large-scale machine learning models trained on diverse data, allowing them to adapt
to varied tasks beyond their original objective [26, 50]. The field includes models like CLIP
[40], trained contrastively on image-text pairs; DINO [9], using self-supervised learning with
self-distillation; DINOv2 [36], enhancing DINO with masked image modeling; Grounding-
DINO [29], extending DETR-based detection [52] with text guidance; Internlmage [49],
utilizing deformable convolutions for adaptive receptive fields; Florence-2 [51], employing
hierarchical visual tokenization; and LLaVA [28], connecting vision encoders to large lan-
guage models through visual instruction tuning. This study focuses on the first four VFMs,
selected for their architectural diversity (spanning Convolutional Networks, Vision Trans-
formers, and Swin Transformers) and absence of test data leakage (see Supplementary). For
a comprehensive overview of FMs, we refer to [2, 6], while [55] provides a detailed review
of VEMs specifically in AD. Note that, while CLIP [40] and GroundingDINO [29] may also
accept language inputs, we here for now only consider their image encodings.

3 Shift Detection Methodology & Evaluation
3.1 Shift Detection Methodology: Overview

We propose a method to detect distribution shift in image data using a DNN F': x — f for
feature extraction (a VFM, standard DNN, or AE). Concretely, we aim to classify whether a
new image x* is an outlier with respect to the distribution of a given (monitor training) dataset
Xmonitor (the ID data). In our case we choose Xmonitor = Xperception (€-8., Cityscapes train set
[15]), the dataset the perception system is trained on. During monitor training, the monitor
is then parametrized on the (fixed) features Fionitor := F ( Xmonitor) t0 capture the distribution
Fronitor- From the distribution model we then derive a function c that provides an ID score
c(x*) = score(f*) for any new input x*, based on its similarity to or density in the monitor
data feature distribution. For testing, we combine an ID dataset (e.g., Cityscapes validation
set [15]) with an OOD dataset (e.g., Foggy Cityscapes [44]), both containing samples not
seen by the monitor previously: Xest = A1p U Xoop. The OOD samples differ from X onitor
through either semantic shifts (e.g., novel object classes) or covariate shifts (e.g., varying
lighting conditions or adverse weather).

We consider the following choices for the monitor distribution modeling further de-
tailed in the following in order of increasing complexity: 1) instance-based: averaged pair-
wise similarities to the training examples and its computationally efficient derivation using
similarity to the mean feature vector, 2) a one-class support vector machine, 3) a Gaussian
mixture model and 4) a normalizing flow.

Average Pairwise Similarity (APS) and Mean Feature Similarity (MFS): We use co-
sine similarity to measure how closely a test image’s feature vector aligns with those from
the training set Xy onitor- Cosine similarity is well-suited for high-dimensional, normalized
feature spaces, as it (i) prioritizes direction over magnitude, (ii) remains invariant to scaling,
and (iii) aligns with the latent geometry of many VFMs.

Given a test sample x* with feature vector f*, APS computes the average similarity to all
n training vectors:

n * '

caps(x Zcosf =5 L \f*HlIfzII

ey
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To reduce computational overhead, we introduce MFS, which compares f* to the mean
training vector f = Z Wit

o f

emps (x) = cos(f", f) = £ NAl

2

This reduces inference cost from O(n) to O(1), making MFS efficient for real-time monitor-
ing.

One-Class Support Vector Machine (OC-SVM): OC-SVM [1, 7] is a classical unsuper-
vised method for novelty detection, effective when abundant data is available from a single
(in-distribution) class. We use OC-SVM to model feature vectors Fenitor = {f1,---s/n}
extracted from Xpyopitor and score new samples from Ap U Xoop.

The model learns a hyperplane in a high-dimensional space (via a kernel map ¢) that
separates the origin from the training data with maximal margin, solving:

. 1 1 &
vafélg §||WH2+%[;§*P )
st. (w-o(fi))=2p—&, &=0 4)

Here, w defines the hyperplane, p the offset, & slack variables, and v € (0, 1] adjusts toler-
ance to outliers.

Given a test sample x* with feature f*, we compute:

cocsvm(x*) = (w-o(f")) —p &)

Lower values of coc.sym indicate greater deviation from the training distribution, i.e., higher
likelihood of being OOD.

Gaussian Mixture Model (GMM): We model the feature distribution Fonitor USing a
Gaussian Mixture Model (GMM) [34] with K components:

p(fi1©) = an (fi | e, Zx) (©6)

Here, © = {m, uk,Ek}kK:] includes mixing weights 7, (with Y, 7, = 1), means L, and co-
variances X for each Gaussian.

Parameters are estimated via the Expectation-Maximization (EM) algorithm. To select K,
we apply the Akaike Information Criterion (AIC) over candidate models; details are provided
in the supplementary.

Given a test sample x* with feature f*, we compute its log-likelihood under the trained
GMM:

K
comm(x") =log p(f* | ©) = log (Z N (f | .Ulmzk)) ()
k=1

Higher scores indicate stronger conformity to the in-distribution density.
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Normalizing Flows (NF): Normalizing Flows [18, 37] enable tractable density estima-
tion by learning an invertible transformation gg that maps feature vectors f € Fonitor tO @
standard normal distribution:

Progy' ~N(-]0,1) ®)

The density at a test point f* is computed via change-of-variables:

p(f*) =N(go(f*)10,1)-|det (Jrgo(f"))] ©)

where J;gg is the Jacobian of gg at f*.

We implement gg using Real-NVP [18], an architecture with affine coupling layers. Each
layer splits input into x; and x; via a binary mask and applies:

Y1 =X y2 =xy @exp(s(xy)) +1(x1) (10)

Here, s(-) and ¢(-) are neural networks for scaling and translation, and ® denotes element-
wise multiplication. The log-determinant simplifies to log|det(J)| = ¥, s(x});, enabling effi-
cient likelihood evaluation.

To score test samples, we normalize the negative log-likelihoods to the [0, 1] range—higher
values indicate increased OOD likelihood.

4 Experiments

This section presents a comprehensive empirical study evaluating the ability of VFMs to de-
tect distributional shifts in the autonomous driving (AD) domain. We systematically assess
unsupervised shift detection methods—based on modeling the distribution of Fionitor—across
semantic, covariate, and combined shift scenarios (see Supplementary for combined re-
sults). Our approach is benchmarked against state-of-the-art OOD detection methods and
ImageNet-trained counterparts with identical architectures. Finally, we demonstrate down-
stream applicability through integration with a semantic segmentation task.

Metrics: For each test image x* € X = Ajp U Xoop, we compute a confidence score ¢(x*)
using one of the models outlined above. Higher values of ¢(x*) indicate a greater likelihood
that x* belongs to the ID data represented by the set Xjp. To evaluate the model’s perfor-
mance in distinguishing between ID and OOD samples, we consider the following binary
classification metrics:

Area Under the Receiver Operating Characteristic Curve, AUROC: The ROC curve
plots true against false positive rate for varying decision thresholds. An AUROC value of 1
indicates perfect classification, while 0.5 corresponds to random guessing.

Area Under the Precision-Recall Curve, AUPR: The AUPR is particularly useful for
performance evaluation on class-imbalanced test datasets.

False Positive Rate (FPR) at 95% True Positive Rate (TPR), FPR95: This metric
measures the FPR for the threshold at which the TPR is 95%. Specifically, we determine the
threshold ¢ that achieves a 95% TPR for ID samples and compute the corresponding FPR for
OOD samples at r. Lower FPR95 values mean fewer OOD samples are misclassified as ID,
i.e., better OOD detection performance.


Citation
Citation
{Dinh, Sohl-Dickstein, and Bengio} 2016

Citation
Citation
{Papamakarios, Nalisnick, Rezende, Mohamed, and Lakshminarayanan} 2021

Citation
Citation
{Dinh, Sohl-Dickstein, and Bengio} 2016


KESER ET AL.: VISION FOUNDATION MODELS FOR INPUT MONITORING IN AD 7

Datasets: To investigate semantic shifts, we use the Cityscapes train set [15] as Xponitor»
and its validation set as Ajp. OOD data comes from: (1) Lost and Found [39], which cap-
tures real-world road hazards in environmental conditions matching Cityscapes, and (2)
bravo-synobjs [32], which provides synthetic anomalies through generative inpainting of
Cityscapes. For covariate shifts, we maintain semantic consistency while varying visual
characteristics. Using the same Cityscapes configuration, we evaluate on: Foggy Cityscapes
[43] (synthetic fog), bravo-synrain/synflare [32] (synthetic rain/lens flare), and ACDC [44]
(fog, night, rain, snow conditions). For semantic and covariate shifts, we use SegmentMelfY-
ouCan (SMIYC) [10] and the Indian Driving Dataset (IDD) [48] which contain both novel
objects and environmental variations. See Supplementary for examples and visualizations.

Pre-trained VFMs and Implementation Details: We employ a diverse selection of pre-
trained VFMs, including CLIP [40], DINO [9], DINOv2 [36], and Grounding DINO [29],
each representing a distinct paradigm in visual representation learning.

For CLIP [40] we include both ResNet variants (RN50, RN101, RN50x4/x16/x64) and
Vision Transformers (ViT-B/32, ViT-B/16, ViT-L/ 14)'. DINO is tested with multiple ViT
configurations (ViT-S/16, ViT-S/8, ViT-B/16, ViT-B/8) and ResNet (RN50)>. DINOv2 [36]
is represented by Vision Transformer variants of increasing model capacity (Dinov2-ViT-
S/14, Dinov2-ViT-B/14, Dinov2-ViT-L/14, Dinov2-ViT-G/14)?. Grounding DINO [29] uses
Swin Transformer [31] architecture, providing comparison with the ViT-based approaches®.

For baseline comparisons, we include ImageNet-trained counterparts [17]: ResNets (RN50,
RN101, RN152) [20], ViTs (ViT-B/16, ViT-L/16) [19], and Swin Transformers (SwinB,
SwinT)’ [31]. Additionally, we trained autoencoders (AE) on Xponitor dataset to serve as
feature extractors for further comparison. Architectural specifications, detailed comparisons
with ImageNet-trained counterparts, and implementation considerations are presented in the
supplementary material.

4.1 Semantic Shift

Table | shows the two top-performing backbones of each model for semantic shift detection
(find the complete comparison in the Supplementary). Observations are discussed in below.

Architecture-Specific Modeling: Grounding DINO with a Swin Transformer backbone
achieves strong performance when paired with normalizing flows (e.g., Lost and Found:
FPR95 0.16; Bravo-Synobj: 0.02). Its hierarchical attention enables richer semantic en-
coding—but only when supported by appropriate modeling. Simpler methods (APS, MFS,
OC-SVM) perform poorly with this architecture (FPR95: 0.47-0.54), highlighting the need
to align modeling strategy with architecture design.

Real vs. Synthetic Robustness: CLIP’s RN50x64 shows stable performance with GMM
and OC-SVM on real-world anomalies (FPR95: 0.23-0.24 on Lost and Found) but degrades
on synthetic inputs (0.53-0.54 on Bravo-Synobj). In contrast, Grounding DINO with NF
generalizes well across both, indicating robustness to the nature of the shift source.

YCLIP: nteps://githup. com/openai/crie
2DINO: https://github.con/tacebookresearch/dino

3DINOV2: hetps://github. con/facebookresearch/dinov?
4Grounding DINO: nttps://github.con/IDEA-Research/GroundingDINO
5Imagc:Net—trainecl ResNets: nttps://github.con/pytoren/pytorch; YIiT and Swin Transformers: nhttps://github.comn/

huggingface/pytorch-image-models


Citation
Citation
{Cordts, Omran, Ramos, Rehfeld, Enzweiler, Benenson, Franke, Roth, and Schiele} 2016

Citation
Citation
{Pinggera, Ramos, Gehrig, Franke, Rother, and Mester} 2016

Citation
Citation
{Loiseau, Vu, Chen, P{é}rez, and Cord} 2023

Citation
Citation
{Sakaridis, Dai, and Van~Gool} 2018

Citation
Citation
{Loiseau, Vu, Chen, P{é}rez, and Cord} 2023

Citation
Citation
{Sakaridis, Dai, and Van~Gool} 2021

Citation
Citation
{Chan, Lis, Uhlemeyer, Blum, Honari, Siegwart, Fua, Salzmann, and Rottmann} 2021{}

Citation
Citation
{Varma, Subramanian, Namboodiri, Chandraker, and Jawahar} 2019

Citation
Citation
{Radford, Kim, Hallacy, Ramesh, Goh, Agarwal, Sastry, Askell, Mishkin, Clark, et~al.} 2021

Citation
Citation
{Caron, Touvron, Misra, J{é}gou, Mairal, Bojanowski, and Joulin} 2021

Citation
Citation
{Oquab, Darcet, Moutakanni, Vo, Szafraniec, Khalidov, Fernandez, Haziza, Massa, El-Nouby, et~al.} 2023

Citation
Citation
{Liu, Zeng, Ren, Li, Zhang, Yang, Li, Yang, Su, Zhu, et~al.} 2023{}

Citation
Citation
{Radford, Kim, Hallacy, Ramesh, Goh, Agarwal, Sastry, Askell, Mishkin, Clark, et~al.} 2021

Citation
Citation
{Oquab, Darcet, Moutakanni, Vo, Szafraniec, Khalidov, Fernandez, Haziza, Massa, El-Nouby, et~al.} 2023

Citation
Citation
{Liu, Zeng, Ren, Li, Zhang, Yang, Li, Yang, Su, Zhu, et~al.} 2023{}

Citation
Citation
{Liu, Lin, Cao, Hu, Wei, Zhang, Lin, and Guo} 2021

Citation
Citation
{Deng, Dong, Socher, Li, Li, and Fei-Fei} 2009

Citation
Citation
{He, Zhang, Ren, and Sun} 2016

Citation
Citation
{Dosovitskiy, Beyer, Kolesnikov, Weissenborn, Zhai, Unterthiner, Dehghani, Minderer, Heigold, Gelly, Uszkoreit, and Houlsby} 2021

Citation
Citation
{Liu, Lin, Cao, Hu, Wei, Zhang, Lin, and Guo} 2021

https://github.com/openai/CLIP
https://github.com/facebookresearch/dino
https://github.com/facebookresearch/dinov2
https://github.com/IDEA-Research/GroundingDINO
https://github.com/pytorch/pytorch
https://github.com/huggingface/pytorch-image-models
https://github.com/huggingface/pytorch-image-models

8 KESER ET AL.: VISION FOUNDATION MODELS FOR INPUT MONITORING IN AD

Latent Lost and Found
Model  Backbone | Space APS MFS OC-SVM GMM NF
Dim. AUROCT ‘ AUPRT ‘ FPR95| | AUROCT ‘ AUPRT ‘ FPR95] | AUROCT ‘ AUPRT ‘ FPR95| | AUROCT ‘ AUPRT ‘ FPR95| | AUROCT ‘ AUPRT ‘ FPR95|
cLp | RNS0NGd [ 1024 094 093 024 093 093 027 094 093 024 094 093 023 0388 084 037
VIT-B/16 | 512 088 0.86 038 086 085 041 089 088 043 091 089 033 091 088 034
pivo | VITB/IG | 768 079 075 052 072 0.64 0,60 0.79 0.76 059 034 082 055 075 071 0.76
VITB/S | 768 081 0.76 049 073 0.64 059 077 075 056 087 086 045 082 081 0.59
DINOv2  VITL/Id [ 1024 0389 087 043 091 088 037 034 082 068 082 077 052 0383 078 054
VIT-G/14 | 1536 090 087 030 089 0.86 037 0385 082 0.63 0.6 078 039 083 075 046
Grounding SwinB 768 0.88 0.84 0.47 0.82 0.76 0.52 0.84 0.80 0.54 091 0.89 0.32 0.95 0.94 0.16
DINO SwinT | 768 0385 0.80 053 079 073 0.60 083 0.79 059 092 090 028 096 095 0.16
Bravo-Synobj

cLp | RNS0NGd [ 1024 093 094 054 093 094 054 093 095 054 094 095 053 094 096 043
VIT-B/16 | 512 091 093 050 091 093 050 091 093 054 092 094 048 093 095 049
pivo | VITB/IG | 768 081 082 069 081 082 069 083 0385 075 036 088 0.60 034 087 0.30
VITB/S | 768 082 084 0.64 082 084 0.64 083 0.86 0.70 0.6 089 059 088 091 0.65
DINOV2 ViT-L/14 1024 0.78 0.79 0.77 0.78 0.79 0.77 0.78 0.81 0.80 0.82 0.85 0.74 0.86 0.88 0.63
VIT-G/14 | 1536 079 0.80 073 079 0.80 073 081 083 0.69 082 085 071 0.6 089 0.69
Grounding SwinB 768 0.60 0.56 0.83 0.61 0.56 0.82 0.58 0.54 0.85 0.76 0.68 0.58 0.99 0.99 0.02
DINO SwinT | 768 057 0.54 0.89 058 0.54 090 057 054 091 064 058 078 091 084 0.20

Table 1: Comparison of VFMs with various backbones on the Lost and Found [39] and
Bravo-Synobj[32] datasets. focusing on semantic shift sensitivity. Results show AUROCT.
AUPR? (higher is better) and FPR95| (lower is better) metrics. Best values per metric in
bold.

4.2 Covariate Shift

As previously, Table 2 present results for only the two top-performing backbones per model
in terms of FPR95 scores, focusing on GMM and NF methods due to their superior detection
capabilities and FPR95’s sensitivity in distinguishing architectural performance.

Foggy Foggy Bravo- Bravo-
Latent Cityscapes Cityscapes Synflare Synrain ACDC Fog ACDC Night ACDC Rain ACDC Snow
Model Backbone | Space (i=0.05) (i=02) Y Y

Dim. FPRO5] FPRO5] FPRO5] FPRO5] FPRO5] FPRO5] FPRO5] FPRO5]
GMM NF GMM NF GMM NF GMM NF GMM NF GMM NF GMM NF GMM NF
cLIP RN50x64 1024 0.76 0.67 0.26 0.21 0.62 0.47 0.01 0.04 0.06 0.04 0.13 0.23 0.26 0.22 0.05 0.03
ViT-B/16 512 0.57 048 0.18 0.10 043 0.35 0.20 0.12 0.07 0.07 0.34 0.16 0.27 0.25 0.05 0.05
DINO ViT-B/lﬁ 768 0.72 0.74 0.31 0.34 0.37 0.57 0.17 0.03 0.43 0.50 033 0.23 0.?3 0.68 043 0.48
ViT-B/8 768 0.72 0.52 0.35 0.09 0.51 0.33 0.10 0 0.35 0.35 0.48 0.27 0.52 0.58 0.38 0.34
DINOV2 ViT-L/14 1024 0.92 0.88 0.84 0.70 0.88 0.80 0.56 0.37 0.69 0.59 0.48 0.39 0.83 0.67 0.62 0.38
ViT-G/14 1536 0.89 0.83 0.73 0.54 0.88 0.80 0.61 0.35 0.63 0.46 031 031 0.71 0.58 049 0.28
Grounding SwinB 768 0.79 0.36 0.17 0 0.26 0.05 0 0 0.16 0.08 0.10 0.02 0.60 0.35 0.24 0.04
DINO SwinT 768 0.72 0.42 0.10 0.02 0.25 0.07 0 0 0.08 0.13 0.04 0.08 0.52 0.34 0.24 0.07

Table 2: Comparison of VFMs with various backbones on covariate shift scenarios using
GMM and NF methods. Best values for each dataset are highlighted in bold.

Perturbation Intensity: Detection improves with increasing severity of covariate shifts.
For example, on Foggy Cityscapes [43], FPR9S5 drops from 0.67 (i = 0.05) to 0.21 (i = 0.2),
indicating sensitivity to perturbation magnitude.

Architecture and Detection: Grounding DINO with Swin Transformer and NF achieves
near-perfect detection (FPR95: 0) under various conditions. However, performance varies
with rain type: it excels on Bravo-Synrain, which features lens-level artifacts, but degrades
on ACDC Rain (FPR95: 0.34-0.35), which captures environmental rain (see Appendix).
CLIP RN50x64 shows similar behavior—performing poorly on synthetic distortions (fog:
0.67, flare: 0.47) but well under real conditions (ACDC Snow: 0.03). These suggest greater
sensitivity to sensor-level anomalies than to scene-level context changes.

4.3 Benchmarking Against OOD Methods and ImageNet-Trained
Counterparts

We benchmark our VFM-based approach against established OOD detection methods [3]
and ImageNet-pretrained counterparts using the same architectures. All baseline methods are
implemented within a DeepLabV3+ segmentation model with ResNet50 backbone®, trained

https://github.com/open-mmlab/mmsegmentation/tree/main/configs/deeplabv3plus
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on Cityscapes [15]. Our evaluation includes GradNorm [23], Energy [30], Entropy [33],
MaxLogit [53], DICE [46], KNN [47], and ODIN [27].

We use Cityscapes’ training set as Xponitor and its validation set as A|p, testing across
diverse OOD conditions: real obstacles (Lost and Found [39]), synthetic anomalies (Bravo-
SynObj [32]), and weather-based covariate shifts (Foggy Cityscapes [43], Bravo-SynRain
[32]). Table 3 summarizes the results.

Method Lost and Found Bravo-Synobj Foggy Cityscapes (i=0.2) Bravo-Synrain
AUROCT FPRY5 | AUROCT FPR95| AUROCT FPRY95 | AUROCT FPRY95 |

DICE [46] 0.50 0.94 0.57 0.91 0.69 0.92 0.77 0.80
Energy [30] 0.50 0.97 0.50 0.97 0.49 0.99 0.50 0.99
00D Entropy [33] 0.60 0.88 0.61 0.86 0.64 0.90 0.70 0.86
Methods GradNorm [23] 0.80 0.43 0.45 0.94 0.98 0.06 0.99 0.00
KNN [47] 0.68 0.78 0.49 0.91 0.57 0.88 0.42 0.94
MaxLogit [53] 0.56 0.60 0.56 0.95 0.63 0.95 0.62 0.97
ODIN [27] 0.56 0.94 0.56 0.95 0.59 0.93 0.58 0.97
Image-Net RN50-GMM 0.76 0.62 0.84 0.75 0.92 0.28 0.94 0.23
Trained RN50-NF 0.75 0.63 0.87 0.74 0.93 0.25 0.97 0.12
Counterparts SwinB-NF 0.86 0.44 0.91 0.53 0.92 0.35 0.99 0.05
Ours (RN50-GMM) 0.90 0.36 0.89 0.66 0.85 0.47 0.85 0.43
VFMs Ours (RN50-NF) 0.82 0.52 0.92 0.57 0.86 0.53 0.95 0.16
Ours (SwinB-NF) 0.95 0.16 0.99 0.02 1.00 0.00 1.00 0.02

Table 3: Comparison of OOD detection between baseline methods and our VFM-based ap-
proach across semantic and covariate shifts Best results per dataset in bold.

Confidence-based (DICE [46]) and distance-based (KNN [47]) methods show moderate
results on Lost and Found (AUROC: 0.50-0.68) and Bravo-Synobj (0.49-0.57), reflecting
limited effectiveness in capturing complex semantic deviations. This is likely due to their
reliance on model confidence scores or local feature similarity, which are unreliable under
high semantic variability.

Logit-based approaches (Energy [30], Entropy [33], MaxLogit [53]) perform more con-
sistently (AUROC: 0.50-0.70) but offer limited discriminative power. While they separate
ID and OOD samples based on logit magnitude, they tend to miss fine-grained or localized
anomalies that do not strongly affect output logits.

Feature-based methods such as GradNorm [23] excel on covariate shifts (e.g., Foggy
Cityscapes AUROC: 0.98, FPR95: 0.06; Bravo-Synrain: 0.99, 0.00) and perform reasonably
on real semantic shifts (Lost and Found: 0.80, 0.43), but struggle with synthetic anomalies
(Bravo-Synobj: 0.45, 0.94). This suggests a higher sensitivity to global distortions than to
object-level insertions, which may not elicit strong gradient responses.

ImageNet-trained models perform competitively on covariate shifts—e.g., SwinB-NF on
SynRain (AUROC: 0.99, FPR9S5: 0.05)—but fall short on semantic shifts. For example, on
Bravo-Synobj, ImageNet SwinB-NF yields FPR95: 0.53, while VFM SwinB-NF achieves
0.02. This highlights the benefit of diverse, multimodal pretraining in VFEMs for capturing
rare or out-of-domain semantics.

4.4 Input Monitoring

To evaluate practical applicability, we applied our input monitoring approach to the down-
stream task of semantic segmentation using DeepLabv3+ [13] with ResNet-50, ResNet-101
[20], and MobileNetV3 [22], trained on Cityscapes [15] and tested on the IDD dataset [48].
We modeled the Cityscapes training distribution using Grounding DINO’s SwinB backbone
with normalizing flows, and computed log-likelihoods for each IDD test image.

To quantify the utility of input monitoring, we evaluated segmentation performance on
the IDD [48] test set and after applying increasing levels of input filtering based on log-
likelihood scores. Specifically, we retained the top 75% (low), 50% (medium), and 25%
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(high) of IDD images most similar to the training distribution. Segmentation performance
was measured using mean Intersection over Union (mloU) and mean Accuracy (mAcc).
Table 4 shows that filtering consistently improves segmentation across all architectures.
A key advantage of our method is its model-agnostic nature: without accessing the segmen-
tation model, we can identify inputs likely to cause errors—supporting fallback strategies,
confidence calibration, or selective processing in safety-critical perception systems.

. ResNet50 ResNet101 MobileNetV3
Filter Strength
mloUT mAcctT | mloUT mAcctT | mloUT mAcce?
None 43.58 62.84 45.85 65.10 34.22 52.25
Low 44.73 63.62 46.81 65.81 35.40 53.32
Medium 46.86 64.82 48.35 66.54 36.59 54.11
High 49.38 65.19 50.52 66.42 38.36 54.02

Table 4: Semantic segmentation on IDD under varying input filtering, with DeepLabv3+
backbones.

5 Conclusion

We proposed an unsupervised, model-agnostic OOD detection framework that leverages
density modeling of VFM feature distributions to detect semantic and covariate shifts. To
our knowledge, this is the first comprehensive evaluation of such an approach in the con-
text of AD. Our experiments show that this method reliably detects diverse distribution
shifts—including rare semantic anomalies and subtle covariate changes—while outperform-
ing classical OOD techniques and non-foundation model baselines. We further demonstrate
that input filtering based on VFM likelihoods improves downstream semantic segmentation
without accessing the task model, providing a practical signal for identifying high-risk inputs
and supporting robust, shift-aware perception in real-world systems.
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