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Appendix

We offer further insights into our study through various sections in the appendix. Firstly,
we provide additional details regarding the datasets utilized in Section A and elaborate on
the training recipe for the models, as discussed in Section B. In Section C, we delve deeper
into the white box analysis, providing ablations across all datasets, examining pixel and
frequency-based attacks at different perturbation budgets. Likewise, Section E expands on
the frequency analysis initially presented in Section 4.3, covering different adversarial at-
tacks. Lastly, in Section F, we present results on transfer-based black box attacks across all
datasets, considering various perturbation strengths, and offer further insights derived from
these findings. Our well-documented code and pretrained weights will be made publicly
available.

A Datasets

Medical imaging data sets encompass a range of imaging techniques, including Positron
Emission Tomography (PET), Computed Tomography (CT), and Magnetic Resonance Imag-
ing (MRI). PET scans effectively show the metabolic or biochemical activity within the body,
and CT imaging offers high-resolution images of the body’s internal structure. Similarly,
MRIs effectively differentiate between soft tissues without the use of ionizing radiation.
These imaging modalities acquire comprehensive and complementary information about the
body’s organs, functions, and tumors. Thus, to conduct a comprehensive benchmarking
analysis of the model’s robustness and susceptibility to adversarial attacks, we utilize four
different segmentation datasets: BTCV, ACDC, Hecktor, and Abdomen—CT, which con-
sist of medical images from CT and MRI modalities encompassing different tumor and organ
segmentations.

BTCYV: The BTCV dataset consists of 30 abdominal CT scans from metastatic liver cancer
patients acquired from a single medical center. Each CT scan is manually annotated for
13 abdominal organs (Spleen, Right Kidney, Left Kideny, Gallbladder, Esophagus, Liver,
Stomach, Aorta, IVC, Portal and Splenic Veins, Pancreas, Right adrenal gland, and Left
adrenal gland). The CT scan size is 512 x 512 pixels, the number of slices ranges from 80 to
225, and the slice thickness ranges from 1 to 6 mm.

ACDC: The Automated Cardiac Diagnosis Challenge (ACDC) dataset consists of 150 MRI
images from patients with cardiac abnormalities acquired from a single medical center. Each
MRI scan is manually annotated for different heart organs, such as the left ventricle (LV),
right ventricle (RV), and myocardium (MYO). The number of MRI slices ranges from 28 to
40, and the slice thickness ranges from 5 to 8 mm. The spatial resolution goes from 1.37 to
1.68 mm? /pixel.

HECKTOR:The Hecktor dataset consists of 524 CT/PET scans of head and neck cancer
patients collected from seven medical centers. It was manually annotated for primary gross
tumor volumes (GTVp) and nodal gross tumor volumes (GTVn). The CT scan size ranges
from 128 x 128 to 512 x 512, the number of slices ranges from 67 to 736, and the slice
thickness ranges from 1 to 2.8 mm.

AbdomenCT-1k: The AbdomenCT-1k dataset consists of 1112 abdominal CT scans from
12 medical centers, including multi-phase, multi-vendor, and multi-disease cases. All the
scans’ annotations for the liver, kidney, spleen, and pancreas are provided. The CT scan size
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has resolutions of 512 x 512pixels with varying voxel sizes and slice thicknesses between
1.25to 5 mm.

B Training Details

For BTCV, Abdomen—-CT, and ACDC all models trained for 5000 epochs, while for Hecktor
we use only 500 epochs. A batch size of 3 and a learning rate (1r) of le —4 with the
warmup_cosine scheduler is used. During training, images are normalized to the range
of [0,1], and a 3D random crop of size 96 x 96 x 96 is selected as an input to the seg-
mentation model. Augmentations include RandomF1ip (for all three spatial dimensions),
RandomRotate90, RandomScaleIntensity,and RandomShiftIntensity. Dur-
ing inference, we employed a sliding window approach, dividing the input volume of arbi-
trary size into 3D sliding windows of size 96 x 96 x 96 with a 50% overlap. The predictions
of overlapping voxels were combined using a Gaussian kernel.

C Robustness against White-box Attacks

In Figure 5, we report robustness of the volumetric segmentation models on white box at-
tacks across BTCV, Abdomen-CT, Hecktor, and ACDC datasets. For pixel-based at-
tacks we craft adversarial examples at . perturbation budget € € {%7 %} for FGSM,
PGD, and CosPGD. For frequency-based attack VAFA we craft adversarial examples with
Gmax € {10,30}. We report DSC and LPIPS score on generated adversarial examples. Sim-
ilar to our results in Table 1 in the main paper, we observe that VAFA causes the most drop
in DSC score of models on BTCV and Abdomen—CT dataset, while iterative pixel-based at-
tacks PGD and CosPGD cause the most drop on Hecktor and ACDC dataset. Furthermore,
we provide ablation across VAFA attack with varying ¢, € {10,20,30} in Figure 6. With
an increase in ¢4y, we observe a decrease in the DSC score across all the datasets. Conse-
quently, we also observe a drop in the LPIPS score of the generated adversarial examples.

D Adversarial Examples

In Figure 7, adversarial example using VAFA is crafted on UNet model trained on Abdomen—-CT
dataset. Segmentation prediction of all the volumetric segmentation models is shown for the
clean sample and the adversarial one. We can clearly observe that the adversarial example
causes the predictions to change across all models.

E Frequency Analysis of White-Box Attacks

In this section, we delve deeper into the frequency analysis of adversarial attacks to study
which frequency components lead to drop in performance of models. Following [44], we im-
plement an adversarial attack incorporating a frequency filter M, restricting perturbations to
specific frequency domains. The filter operation is defined as xf,, = IDCT(DCT(¥' —x) ©M) +x,
where DCT and IDCT denote Discrete Cosine Transform and its inverse, respectively. Simi-
lar to [44], using the filter M, we extract 3D cubes of varying size n from the top left corner as
part of the low-frequency components (0,7) where n € {8,16,32}. Similarly, mid-frequency
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Figure 5: White Box Attack Ablation: Evaluating robustness of volumetric segmentation models
on white box attacks. For pixel-based attacks results are reported for € = % and € = % indicated
by attack names followed by the suffixes —4 or —8, respectively. Regarding frequency-based attack
VAFA, the results are reported with a constraint on gmax set to 10 and 30, denoted as VAFA-10 and
VAFA-30, respectively. DSC score (lower is better) and LPIPS score (higher is better) are reported
on the generated adversarial examples.
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Figure 6: Frequency Attack Ablation: Examining the robustness of volumetric segmentation models
VAFA based white box attack. Adversarial examples are generated at g4 € {10,20,30}, represented
as VAFA-10, VAFA-20, and VAFA-30, respectively. DSC score (lower is better) and LPIPS score
(higher is better) are reported on the generated adversarial examples.

(16 —48) and high-frequency (16 — 96) components are also extracted. See Figure 8 for the
design of filters. While in Figure 3 of the main paper, we provide frequency analysis on
VAFA, which shows the best transferability across target models. Figure 9 expands this anal-
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UNETR SegResNet SwinUNETR

Figure 7: Comparing multi-organ segmentation across various models under transfer-based black box
attacks, where adversarial examples are generated on UNet and transferred to other unseen models.

Figure 8: Frequency Analysis Filters: The frequencies associated with the red section are ehmlnated
while those linked to the green section are allowed to pass. These filters are labeled as (0—8), (0—16),
(0—32), (16 —48), and (16 — 96) (from right to left).

ysis to encompass all the adversarial attacks employed in our experiments. For pixel-based
attacks, we report results at € = 2%5 and for VAFA at g = 30. In the case of the VAFA at-
tack, which demonstrates significant transferability to the target models in black box setting,
we note that the low-frequency components of the adversarial examples predominantly con-
tribute to the performance decline across surrogate volumetric segmentation models. While
a similar trend is observed with pixel-based attacks, it is not as pronounced as with VAFA.
For instance, when analyzing the Abdomen—-CT and ACDC datasets, we find that the high-
frequency components of adversarial examples generated by pixel-based attacks also result
in a noticeable performance decrease across models. However, as discussed in Section 4.2,
these adversarial examples produced by pixel-based attacks exhibit very limited transferabil-

ity.

F Robustness against Black-box Attacks

In Tables 6, 7, 8, and 9, we report robustness of the volumetric segmentation models on
black box attacks across BTCV, Abdomen—CT, Hecktor, and ACDC datasets. For pixel-
based attacks we craft adversarial examples at /., perturbation budget € = % for FGSM,
PGD, and CosPGD. For frequency-based attack VAFA we craft adversarial examples with
gmax = 20. We report DSC and LPIPS score on generated adversarial examples. Similar
to our observations for € = % and g,,ax = 30 in Section 4.2, we observe frequency-based
attack VAFA results in significant transferability of adversarial examples to target models at
€= % and g,,ax = 20 as well. Further, we also report the DSC and HD95 score for results
reported in Section 4.2 of the main paper in Table 10, 11, 12, and 13. Flnally, in Table 14,
we report performance of SAM-Med3D on adversarial examples crafted on surrogate models
trained on BTCV, Abdomen—CT, Hecktor, and ACDC datasets.

We believe our empirical results showing higher transferability obtained from frequency
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Figure 9: Frequency Analysis on FGSM, PGD, CosPGD, and VAFA: We report the performance
drop on models in white box settings across adversarial attacks. We restrict the adversarial perturbations
to be added to the image within different frequency ranges. For pixel-based attacks results are reported
for e = % indicated by attack names followed by the suffixes —8, respectively. Regarding frequency-
based attack VAFA, the results are reported with a constraint on gmax set to 30, denoted as VAFA-30.
DSC score (lower is better) is reported on the generated adversarial examples.

o

1548
*Frequency Band

domain attack can be attributed to the ability of frequency domain perturbations to affect a
wider range of model architectures and training datasets compared to spatial domain pertur-
bations. One possible reason for the higher transferability obtained from frequency domain
adversarial attacks is that frequency domain perturbations can capture more abstract and gen-
eral features of the input data. These perturbations may affect the underlying patterns and
structures that are common across different models and datasets, making them more trans-
ferable across various scenarios. Additionally, frequency domain transformations can be less
sensitive to small changes in pixel values, leading to more robust and consistent adversarial
examples across different scenarios.
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Surrogate Attack UNet SegResNet UNETR SwinUNETR UMamba-B UMamba-E
DSC, HD9St DSC, HD9St | DSC, HD95t | DSC, HD95} | DSC, HD9S} | DSC,  HD9S}

Clean 7572 915 8084 814 | 7253 1508 | 7807 1001 | 7837 812 | 77.06 1LII

GN 7565  9.69 8072 837 | 7266 1472 | 7788 998 | 7824 818 | 7668  16.04

FGSM-4 5877 3771 | 796 836 | 7172 1472 | 767 1039 | 7685 94 | 75.18 1544

et pGD-4 5053 539 | 8042 851 | 7242 1468 | 7757 1021 | 777 869 | 7622 1428

© CosPGD-4 5097 4899 | 804 849 | 7237 1478 | 7757 108 | 77.66 857 | 7626 1453
VAFA-20 5613 3973 | 69.69 1868 | 53.19 3166 | 668 2834 | 7253 1438 | 69.63 155

FGSM-4 | 740 1075 6668 3241 | 7145 1521 | 7527 1069 | 7333 1Ll | 7295 156

seumoaner| PGD=4 | TAST 1303 4949 6531 | 7183 1525 | 7667 1045 | 749 1163 | 7397 161
g CosPGD-4 | 7451  13.02 4989 6042 | 7178 1545 | 7664 1047 | 7499 1141 | 7385 1677
VAFA-20 | 6159 2073 5144 3774 | 4333 4175 | 5862 2887 | 6892 1388 | 6603  17.45

FGSM-4 | 7368 995 | 7908 872 | 6052 323 | 7512 1079 | 7602 882 | 7491 1288

NETR PGD-4 | 7434 1104 | 798 854 | 5927 366 | 7627 1048 | 7683  9.08 | 7547 1166
CosPGD-4 | 7429 1062 | 7979 843 | 59.17 3839 | 7629 1048 | 7683 905 | 7535 1285

VAFA-20 | 5531 2662 | 575 2307 | 3509 4542 | 5044 3085 | 6353 1754 | 591 2181

FGsM-4 | 7391 1186 | 7836 934 | 7089 1555 | 668 2471 | 7541 941 | 7437 1314

coonprr  PGD-4 | TA22 1224 | 7947 024 | 7145 1596 | 6637 3263 | 7636 1024 | 7521 16384
SwinU CosPGD-4 | 7424 1222 | 794 924 | 7143 1596 | 6582 3286 | 7637 1022 | 7509  19.19
VAFA-20 | 5936 2477 | 6167 2659 | 4741 4006 | 5422 4564 | 6513 1785 | 6244 2108

FGSM-4 | 7381 1317 | 7657 1188 | 7152 148 | 7539 1084 | 65.17 2469 | 71.63 2033

PGD-4 | 7469 116 | 7878 1044 | 7192 1503 | 7688 1058 | 5603 4741 | 7343 1904

UMamba~B | ocpgp-4 | 7456 1152 | 787 1124 | 71.88 1513 | 7685 1054 | 5653 4515 | 73.18  19.13
VAFA-20 | 733 1416 | 7682 1092 | 6721 1677 | 7483 1462 | 6822 1906 | 7358 150

FGSM-4 | 7434 1036 | 7849 1011 | 7169 1508 | 7637 1056 | 7504 1129 | 5947 3677

. PGD-4 752 1054 | 8034 86 | 7231 1489 | 7771 1029 | 7741 1021 | 513  57.83
UMamba=E | coopgpog | 7523 1235 | 8028 936 | 7231 1474 | 7762 1026 | 77.33 101 | 5167 5416
VAFA-20 | 7374 1394 | 7867 106 | 68.15 1388 | 7536 1689 | 77.09 856 | 6215 3897

Table 6: Performance of models against transfer-based black box attacks on BTCV dataset. For pixel-
based attacks results are reported for € = 2‘5‘—5 indicated by attack names followed by the suffixes —4,
respectively. Regarding frequency-based attack VAF A, the results are reported with a constraint on gmax
set to 20, denoted as VAFA-20. DSC score (lower is better) is reported on the generated adversarial
examples.
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Surrogate Attack UNet SegResNet UNETR SwinUNETR UMamba-B UMamba-E
DSC, HD95t | DSC, HD95t | DSC, HD9St | DSC, HDY9St | DSC, HDO5t | DSC|  HD9St

Clean 7679 1972 | 8089 1330 | 7135 2773 | 7933 2579 | 81.08 1551 | 7805 1831

GN - - - - - - - - - - - -

FGSM-4 | 5549 4907 | 77.63 1451 | 7019 319 | 7731 2889 | 7751 1802 | 74.69  18.88

et PGD-4 4511 6073 | 7886 142 | 7078 3296 | 7849 2738 | 7926 1867 | 7637 173
€ CosPGD-4 | 4615 5643 | 7892 1365 | 7078 3249 | 7848 2706 | 7938 168 | 7649  17.09
VAFA-20 | 2098  79.82 | 2559 6499 | 39.1 657 | 3801 6038 | 2287 6981 | 1797 7259

FGSM-4 | 7399 2152 | 5849 4026 | 70.12 3288 | 7692 2618 | 7301 2227 | 7163 1958

eumoaner] PGP 7532 2171 | 3838 7659 | 7074 3211 | 78.1  27.63 | 762 180 | 7431 1926
CORESNEY cospep-4 | 7528 219 | 3999 7141 | 7073 3193 | 7809 2811 | 7609 2027 | 7431  18.12
VAFA-20 | 37.16 486 | 1707 8627 | 4566  48.14 | 4338 5099 | 22.17 6608 | 1725 7217

FGSM-4 | 7407 2103 | 7761 1412 | 57.17 4762 | 758 2704 | 7775 1974 | 7462  18.03

NETR PGD-4 7488 2139 | 7853 1416 | 5609 5417 | 7706 2734 | 787 1836 | 7546  17.04
CosPGD-4 | 749 212 | 7862 1425 | 5647 5135 | 7714 265 | 7876 1746 | 7559  16.86

VAFA-20 | 4179 5135 | 333 5493 | 2507 8129 | 3973 5454 | 2944 5598 | 27.03 5556

FGSM-4 | 7367 2114 | 764 1509 | 69.15 3235 | 6236 5375 | 7646 1836 | 7379  19.52

unere] | BED4 747 2226 | 7775 1497 | 6993 3514 | 6112 6208 | 7821 17.08 | 7529 1876
SwinU CosPGD-4 | 7474 2124 | 7781 1517 | 6995 3362 | 6111  59.67 | 78.14 1696 | 753 1839
VAFA-20 | 3155 5831 | 2755 5983 | 3504 6192 | 2741 7271 | 2401 6552 | 2114  68.78

FGSM-4 | 7388 2347 | 7357 1724 | 7006 3354 | 7692 2725 | 5906 4582 | 7001 2571

PGD-4 7523 2166 | 7618 1631 | 7071 3294 | 78.15 2758 | 41.0 7228 | 7281 2173

UMamba-B | oopep-a | 7504 2207 | 7619 1621 | 7071 3276 | 78.3 2697 | 4131 7311 | 7287 2147
VAFA-20 | 3729 5572 | 2286 6532 | 4502 5795 | 43.66 5285 | 1445 9151 | 1712 7675

FGSM-4 741 2144 | 7543 1589 | 7008 3324 | 7717 2736 | 7323 2173 | 5575 4617

. PGD-4 7558 2191 | 7785 1516 | 70.86 3212 | 7845 2714 | 7653 1844 | 4508  64.08
UMamoa~E | opap-g | 7554 2146 | 7777 1509 | 70.82 3204 | 7844 2776 | 7672 1825 | 447  59.92
VAFA-20 | 3854 5464 | 2512 6486 | 4539  60.19 | 451 5393 | 2268 7202 | 1276  93.07

Table 7: Performance of models against transfer-based black box attacks on Abdomen—CT dataset.
For pixel-based attacks results are reported for € = % indicated by attack names followed by the
suffixes —4, respectively. Regarding frequency-based attack VAFA, the results are reported with a
constraint on gmax set to 20, denoted as VAFA-20. DSC score (lower is better) is reported on the
generated adversarial examples.
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Surrogate Attack UNet SegResNet UNETR SwinUNETR UMamba-B UMamba-E
DSC, HD9St DSC, HDY5} | DSC, HD95t | DSC, HD95} | DSC|, HDO95f | DSC,  HDY5t

Clean 7391 1136 7473 1108 | 7236 1461 | 71.61 2207 | 7350 1089 | 7219 1329

GN - . B B - . . E . : E .

FGSM-4 4709 3493 | 6643 1493 | 6956 1536 | 6499 2704 | 664 1395 | 64.54 1578

et PCD-4 3545 7493 | 7095 1263 | 71.06 155 | 68.1 2557 | 69.56 1238 | 6893 1433

e CosPGD-4 3535 7502 | 7094 1244 | 7112 1548 | 6826 2487 | 6976 1226 | 69.11 1595
VAFA-20 4718  37.67 | 71.81 1339 | 6529 1838 | 664 1996 | 6894 1423 | 626 1923

FGSM-4 | 6595 1965 5108 2989 | 70.11 1615 | 6328 291 | 60.19 1986 | 612  21.39

seqrocner| PED—4 67.57 1692 3453 7644 | 7065 1489 | 6493 27.82 | 60.05 2577 | 623 2078
g CosPGD-4 | 68.18 1659 3444 7667 | 7078 1484 | 6521 27.15 | 6025 2463 | 6228 1818
VAFA-20 | 7006 1743 5374 2607 | 6636 1773 | 6513 2335 | 6799 1494 | 63.06 212

FGSM-4 | 6586 1676 | 6722 136 | 49.69 2851 | 62.87 2855 | 6627 1345 | 6441 1566

NETR PGD-4 6724 1842 | 68.89 1418 | 3998 5726 | 64.09 2824 | 6812 1402 | 6681 1471
CosPGD-4 | 67.62 1851 | 689 1462 | 3997 5822 | 6441 2793 | 68.09 141 | 6677 159

VAFA-20 | 6646 1601 | 71.08  13.66 | 504 3036 | 58.58 2682 | 6681 1532 | 5947 2295

FGSM-4 | 6477 1707 | 6278 1566 | 6879 1625 | 47.62 5052 | 6194 17.02 | 616 1959

onmrs| G074 6477 2054 | 6371 1734 | 6926 1786 | 3571 7166 | 63.03 1962 | 6232 1943
SwinU CosPGD-4 | 64.89 2028 | 640 1741 | 693  17.63 | 3567 7117 | 6362 1824 | 6263 1932
VAFA-20 | 6749 1981 | 70.16 1405 | 6304 2019 | 4555 39.63 | 6831 1617 | 5899  21.62

FGSM-4 659 1564 | 6075 171 700 1518 | 6254 2927 | 5427 2587 | 6026  19.26

PCD-4 6838 1501 | 5751 2759 | 7101 1512 | 6441 2832 | 3654 7308 | 5932 2349

UMamba-B | - opep-q | 68.57 1583 | 57.11  29.09 | 71.06 150 | 64.85 2894 | 362 7271 | 60.1 2475
VAFA-20 | 6738  19.59 | 6845 1479 | 6508 17.12 | 6541 221 | 5355 3111 | 6021 2125

FGSM-4 | 6751 1597 | 6471 148 | 7057 156 | 657 2737 | 6332 1741 | 5006 3145

. PGD-4 7199 1247 | 7135 126 | 7157 1444 | 695 2335 | 7011 1339 | 3594  74.19
UMamba~E | o cpep-4 | 7184 1313 | 7161 1214 | 7158 1444 | 6947 2363 | 7048 1436 | 3607  73.97
VAFA-20 | 6852 1979 | 7156 1343 | 6493 1885 | 6636 2205 | 68.19 212 | 4528 3142

Table 8: Performance of models against transfer-based black box attacks on Hecktor dataset. For
pixel-based attacks results are reported for € = % indicated by attack names followed by the suffixes
—4, respectively. Regarding frequency-based attack VAFA, the results are reported with a constraint
on gmax set to 20, denoted as VAFA-20. DSC score (lower is better) is reported on the generated
adversarial examples.
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Surrogate Attack UNet SegResNet UNETR SwinUNETR UMamba-B UMamba-E
DSC, HD95t | DSC, HD95t | DSC, HD9St | DSC, HDY9St | DSC, HDO5t | DSC|  HD9St

Clean 8552 575 | 8965 256 | 7637 1631 | 8419 793 | 8822 601 | 8091 848

GN : - : - : : - - : - : -

FGSM-4 | 5957 1893 | 8854 374 | 7515 1732 | 8286 827 | 8693 705 | 7917 892

et PGD-4 2275 3822 | 8938 3.8 | 7573 1729 | 8375 863 | 8772 68 | 80.02 873
e CosPGD-4 | 2352 3554 | 8924 329 | 7546 1734 | 835 848 | 8772 64 | 7995 855
VAFA-20 | 49.69 2747 | 740 1766 | 5571 2252 | 5827 2296 | 60.81 2413 | 527 2548

FGSM-4 | 8467 592 | 6985 1122 | 7508 1752 | 8249 816 | 852 1012 | 7895 857

eumoaner] PGP 8504 609 | 2196 3844 | 7562 1708 | 83.62 824 | 8742 684 | 80.03 877
9 CosPGD-4 | 85.08 585 | 22.68 3834 | 7567 1715 | 83.62 816 | 8731 677 | 793 873
VAFA-20 | 5179  27.04 | 548 2306 | 5441 2232 | 5664 22.84 | 59.04 2427 | 5182 2604

FGSM-4 | 8339 843 | 8774 414 | 3945 2649 | 80.67 1034 | 8509 12.68 | 7852 945

NETR PGD-4 8501 795 | 8831 425 243 3377 | 8293 962 | 8646 1163 | 7872  9.19
CosPGD-4 | 8509 779 | 88.16 437 | 2479 3327 | 8263 1053 | 8622 1223 | 7815  9.53

VAFA-20 | 5238 2655 | 73.19 1656 | 4899 2331 | 5529 24.52 | 57.86 2469 | 5038 2623

FGSM-4 | 8444 638 | 8564 441 | 7437 1669 | 60.68 1926 | 8464 86 | 7899 858

R 8495 585 | 87.83 46 | 7453 175 | 2347 3453 | 8665 874 | 77.56 995
SwinU CosPGD-4 | 850 639 | 8792 396 | 7446 1759 | 2354 3497 | 8678 884 | 77.86  9.68
VAFA-20 | 5147 2655 | 70.59 161 | 5355 22.66 | 4842 252 | 5792 2472 | 5146  26.11

FGSM-4 | 83.68 865 | 8622 441 | 7471 1735 | 822 895 | 769 1419 | 7772 886

PGD-4 8422 886 | 8658 562 | 7453 1749 | 8245 933 | 2955 317 | 7443 1037

UMamba-B | . cpep-4 | 8426 803 | 8654 524 | 7466 1727 | 826 951 | 305 2928 | 7378 1124
VAFA-20 | 50.83  27.17 | 6936  17.54 | 5371 2246 | 5554 2319 | 5422 2492 | 5069  26.11

FGSM-4 | 8428  7.03 | 8774 343 | 7441 1751 | 835 809 | 8573 873 | 5411  19.96

N 8503 602 | 89.17 339 | 7556 1704 | 8365 809 | 8736 635 | 2809 29.77
amba~E | cospep-4 | 8524 588 | 8891  3.09 | 7554 17.16 | 8372 82 | 8739 667 | 2724 3024
VAFA-20 | 5427 2667 | 7558 1564 | 57.17 2219 | 59.84 2292 | 6111 2442 | 5047 257

Table 9: Performance of models against transfer-based black box attacks on ACDC dataset. For pixel-
based attacks results are reported for € = % indicated by attack names followed by the suffixes —4,
respectively. Regarding frequency-based attack VAF A, the results are reported with a constraint on gmax
set to 20, denoted as VAFA-20. DSC score (lower is better) is reported on the generated adversarial
examples.
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Surrogate Attack UNet SegResNet UNETR SwinUNETR UMamba-B UMamba-E
DSC, HD9St DSC, HD9St | DSC, HD95t | DSC, HD95} | DSC, HD9S} | DSC,  HD9S}

Clean 7572 915 8084 814 | 7253 1508 | 7807 1001 | 7837 812 | 77.06 1LII

GN 7540 1031 8034 844 | 7233 1445 | 7744 973 | 77.69 944 | 7534 2180

FGSM-8 4949 4823 | 7798 949 | 70.51 1599 | 7497 1226 | 7464 1003 | 7184 2595

et PGD-8 3206 8945 | 7978 873 | 7202 1528 | 7689 1069 | 7692 902 | 7474 1386

© CosPGD-8 3251 7589 | 7978 871 | 7199 1494 | 7687 1102 | 7683 1036 | 7479 1650
VAFA-30 1949 8675 | 3439 5331 | 4549 3468 | 4148  37.00 | 2000 5725 | 1938  71.95

FGsM-8 | 7170 1201 5997 3736 | 6993 1534 | 7248 1181 | 6873 1477 | 6795 2274

seumecner| PGD=B | 7334 1394 2001 10013 | 7074 1505 | 7495 1229 | 7079 1425 | 7008 2167
g CosPGD-8 | 7329 1376 1968 9674 | 7075 1512 | 7504 1175 | 7050 1416 | 69.79 2131
VAFA-30 | 3643 4443 2200 7216 | 50.16 2819 | 4554 36.83 | 2839 5587 | 1953  69.45

FGSM-8 | 7089 1207 | 7613 1051 | 5098 4486 | 7148 1297 | 7247 1035 | 7121 1505

NETR PGD-8 | 7224 1349 | 7846  9.57 | 4801 5378 | 7464 1262 | 7462 1029 | 7273 1529
CosPGD-8 | 7231 1361 | 7873 929 | 4746 S5L14 | 7483 1344 | 7478 980 | 7281 1543

VAFA-30 | 4027 3524 | 4255 3484 | 2668 5883 | 4190 3954 | 36.16 4397 | 3147 4545

FGSM-8 | 7147 1258 | 7509 1086 | 6894 1574 | 5880 4084 | 71.88 1146 | 70.15  19.12

coonprr  PGD-B | 7228 1368 | 7792 961 | 70.07 1707 | 5409 6443 | 7462 1156 | 7219 2070
SwinU CosPGD-8 | 7240 1459 | 7787 971 | 7020 1813 | 5293 5846 | 7472 1203 | 7219  2LI2
VAFA-30 | 2922 5411 | 3030 4420 | 38.69 3822 | 2430 6238 | 2569 4959 | 21.96  56.46

FGSM-8 | 7139 1414 | 7196 1329 | 7013 1597 | 7263 1273 | 5863 3545 | 6575  23.3

PGD-8 | 7327 1202 | 7611 1259 | 71.06 1561 | 7559 1231 | 3008 9804 | 6772  23.63

UMamba~B | ocpgp-g | 7330 1292 | 7641 1278 | 7111 1497 | 7574 1172 | 3096 8275 | 6826 2544
VAFA-30 | 35.08 4278 | 3045 4972 | 4693 3442 | 4289 3819 | 1665 79.04 | 1701 7373

FGSM-8 | 7259 1233 | 7569 1132 | 7049 1627 | 7448 1102 | 7136 1458 | 53.59 4554
. PGD-8 | 7439 1366 | 79.09 955 | 7169 1504 | 7691 1123 | 7558 1074 | 2951 10451
UMamba=E | coopgp-g | 7441 1373 | 79.14 994 | 7175 1538 | 7695 1124 | 7583 1152 | 3110  79.69
VAFA-30 | 4408 3678 | 4247 3674 | 5361 2557 | 5441 2599 | 3290 4713 | 1645 9135

Table 10: Performance of models against transfer-based black box attacks on BTCV dataset. For
pixel-based attacks results are reported for € = % indicated by attack names followed by the suffixes
—38, respectively. Regarding frequency-based attack VAFA, the results are reported with a constraint
on gmax set to 30, denoted as VAFA-30. DSC score (lower is better) is reported on the generated
adversarial examples.
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Surrogate Attack UNet SegResNet UNETR SwinUNETR UMamba-B UMamba-E
DSC, HD95} | DSC/ HD95t | DSC, HD9St | DSC, HD95} | DSC, HD9S} | DSC,  HD9SH
Clean 7679 1972 | 80.89 1330 | 7135 27.73 | 7933 2579 | 8108 1551 | 7805 1831
GN 7613 2197 | 77.59 1816 | 7113 3437 | 7895 29.09 | 7933 1678 | 7627 18.16
FGSM-8 | 4685  60.19 | 7190 1850 | 6890 3500 | 7499 3174 | 7255 2268 | 7024  24.43
Ulet PGD-8 29.14 90.85 76.35 15.56 70.19 3292 71.73 28.77 77.22 19.29 74.47 20.15
° CosPGD-8 | 3080 7747 | 7644 1566 | 7024 3387 | 77.86 2852 | 7743 1827 | 7458 2025
VAFA-30 | 2092 8819 | 2662 6639 | 3836 63.57 | 3875 5728 | 2236 7125 | 1889  75.11
FGSM-8 | 7050 2359 | 5073  49.07 | 6871 3466 | 7429 2796 | 6491 29.14 | 6394 2672
seReoner| FGD-8 | 7376 2277 | 1742 10673 | 6990 3258 | 7690 28.83 | 70.87 2357 | 6981 2480
9 CosPGD-8 74.07 24.07 18.88 102.25 69.93 32.26 77.00 29.17 71.59 23.13 70.36 23.56
VAFA-30 | 3847 5136 | 17.68 8491 | 4333 5459 | 4500 47.85 | 2243 6384 | 1975 6463
FGSM-8 | 7038 2355 | 7168 1666 | 4848 5885 | 7154 3148 | 7170 2519 | 69.28 2142
NETR PGD-8 | 7257 2299 | 7485  17.19 | 4483 7608 | 7528 3096 | 74.82 1884 | 70.82 2381
CosPGD-8 | 7267 2273 | 7501 1705 | 4464 7434 | 7546 3061 | 7482 1847 | 7100  23.05
VAFA-30 | 30.68 4860 | 3263 5605 | 2234 8808 | 38.11 5449 | 2960 5423 | 2677  58.62
FGSM-8 69.99 24.44 69.39 18.48 66.81 35.05 53.46 71.03 70.21 23.45 68.12 23.85
(oonmrel PGD-B | 7267 2414 | 7319 1820 | 6877 3835 | 4695 8888 | 7439 2343 | 7140 2423
Swind CosPGD-8 | 7288  23.67 | 73.56 1834 | 6885 38.09 | 4679 8292 | 7459 2230 | 7167 2391
VAFA-30 | 3047  60.63 | 2751  60.51 | 33.10 6436 | 2543 7641 | 2411 6563 | 2206 6539
FGSM-8 | 70.60 2491 | 6506 2398 | 68.69 3594 | 7425 3140 | 51.36 5389 | 62.19  30.01
PGD-8 73.49 22.17 69.75 21.84 69.93 32.71 76.89 28.43 18.20 111.79 65.72 28.54
UMamba~B | cospep-s | 7346 2299 | 7035 2094 | 6994 3308 | 7692 2869 | 1899 10189 | 6636  30.04
VAFA-30 | 3849 5547 | 2420 6544 | 4380 5837 | 4461 5218 | 1499 9209 | 1846  69.64
FGSM-8 | 7093 2348 | 6827  20.87 | 68.69 3507 | 7485 2052 | 6566 3035 | 4881 5213
PGD-8 | 7420 2171 | 7382 1758 | 7025 3212 | 7755 2889 | 7118  23.01 | 2359  96.84
UMamba-£ CosPGD-8 74.41 21.16 74.15 17.06 70.30 32.56 77.65 28.78 71.86 22.90 24.99 82.01
VAFA-30 | 3941 5305 | 2739 6114 | 4332 5863 | 4653 5097 | 2331 7251 | 1388 9291
Table 11: Performance of models against transfer-based black box attacks on Abdomen—CT dataset.

For pixel-based attacks results are reported for € = % indicated by attack names followed by the
suffixes —8, respectively. Regarding frequency-based attack VAFA, the results are reported with a
constraint on gmax set to 30, denoted as VAFA-30. DSC score (lower is better) is reported on the
generated adversarial examples.
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Surrogate Attack UNet SegResNet UNETR SwinUNETR UMamba-B UMamba-E
DSC, HD9St DSC, HDY5} | DSC, HD95t | DSC, HD95} | DSC|, HDO95f | DSC,  HDY5t

Clean 7391 1136 7473 1108 | 7236 1461 | 71.61 2207 | 7350 1089 | 7219 1329

GN 7211 1297 7326 1008 | 7128 1451 | 69.61 2365 | 7212 1396 | 6658 1345

FGSM-8 4378 3779 | 59.11 1823 | 6649 1723 | 5876 3061 | 5926  18.63 | 5747  19.08

et PCD-8 3407 7861 | 6824 1380 | 69.87 17.54 | 6499 27.33 | 6738 1462 | 6555  17.80

e CosPGD-8 3422  78.62 | 6948 1292 | 7002 1683 | 66.11 2600 | 68.58 1311 | 6621 1610
VAFA-30 4430 4219 | 68.81 1480 | 63.10 1837 | 6510 2205 | 6499 1793 | 6037 2185

FGSM-8 | 60.62 2143 4770 3224 | 6751 1717 | 5701 3020 | 5392 27.12 | 5513  21.08

seqrecyer] PGD-8 61.85 2089 3302 8117 | 6859 17.13 | 5863 2907 | 5121 3148 | 5453 2555
g CosPGD-8 | 6199  19.89 3341 8128 | 6881 1663 | 5874 20.19 | 5025 3225 | 5415 2328
VAFA-30 | 69.07 1777 4755 3308 | 6624 1771 | 6555 2185 | 6523 1779 | 6222 2354

FGSM-8 | 58.16 1927 | 5901 1560 | 4489 3508 | 5429 3127 | 57.88 17.11 | 5695  19.62

NETR PGD-8 5833 2035 | 61.02 1689 | 3493 7458 | 5555 3275 | 6038 1940 | 5898  17.85
CosPGD-8 | 59.02 2118 | 6197 1729 | 3489 7384 | 5613 3229 | 6155 19.64 | 5995  20.11

VAFA-30 | 6473 1936 | 69.68 1381 | 4801 33.82 | 57.85 27.53 | 6538 19.19 | 5859 2128

FGSM-8 | 5796 2182 | 5559 1897 | 6466 1939 | 4382 5295 | 5454 2471 | 5339 2148

onmrs | PCDE 5525 2587 | 5600 2016 | 6629 1983 | 3412 7885 | 5514 2372 | 5418  23.60
SwinU CosPGD-8 | 5583 2388 | 5661 2135 | 6653 1943 | 3421 77.62 | 5537 2518 | 5470 2308
VAFA-30 | 65.58 1976 | 6838 1546 | 6197 2025 | 4444 4214 | 6593 1653 | 5856  20.68

FGSM-8 | 6034 1863 | 5550 1878 | 6723 1673 | 5629 3302 | 5016 30.12 | 54.51  19.86

PGD-8 61.83 1934 | 4965 3999 | 69.07 1688 | 58.12 3130 | 3431 7839 | 51.03  30.70

UMamba-B | - opep-g | 61.87 2034 | 4857 4081 | 69.12  17.61 | 59.05 31.02 | 3441 7844 | 5139 3116
VAFA-30 | 6661 2086 | 6499 1632 | 64.11 1850 | 64.53 21.53 | 4927 3599 | 5852 2213

FGSM-8 | 62.64 1667 | 5929 1655 | 6843  17.10 | 6034 2929 | 5749 2228 | 4715  31.65

Mamba_p | PEE 69.30 1495 | 6877 1222 | 7059 1553 | 6692 2514 | 6675 1673 | 3429 7825
ambaE | cospep-8 | 6955 1386 | 69.49 1288 | 70.67 1507 | 6734 2604 | 6743 1699 | 3437  77.85
VAFA-30 | 68.09 2051 | 69.84 1390 | 6426 19.12 | 6586 2417 | 6603 2012 | 4481 36.84

Table 12: Performance of models against transfer-based black box attacks on Hecktor dataset. For
pixel-based attacks results are reported for € = % indicated by attack names followed by the suffixes
—38, respectively. Regarding frequency-based attack VAFA, the results are reported with a constraint
on gmax set to 30, denoted as VAFA-30. DSC score (lower is better) is reported on the generated
adversarial examples.
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Surrogate Attack UNet SegResNet UNETR SwinUNETR UMamba-B UMamba-E
DSC, HD95t | DSC, HD95} | DSC, HD95} | DSC, HD95t | DSC, HDO95t | DSC, HDY5t

Clean 8552 575 | 89.65 256 | 7637 1631 | 8419 793 | 8822 601 | 8091 848

GN 8501 567 | 8926 289 | 7488 1849 | 8306 1069 | 8695 668 | 7811 1167

FGSM-8 | 5555 2199 | 86.65 455 | 7332 1887 | 8112 1122 | 8458 1119 | 7496 1342

et PGD-8 | 2142 3914 | 8805 521 | 7467 1896 | 8257 1059 | 8632 1008 | 77.82  10.82
e CosPGD-8 | 22.62 3684 | 88.18 502 | 7436 1873 | 8292 1012 | 8650 992 | 7733 1197
VAFA-30 | 49.85 2744 | 7415 1817 | 5609 2177 | 5872 2295 | 6027 2446 | 5368 2598

FGSM-8 | 83.63 632 | 6658 1188 | 7303 1972 | 8041 1275 | 8115 1995 | 74.57 1446

Seareaner] PGD-8 8438 634 | 2042 3734 | 7459 1762 | 8227 984 | 8572 1048 | 7639 1134
9 CosPGD-8 | 84.54 608 | 2233 3861 | 7479 1805 | 8244 958 | 8569 958 | 7641 1132
VAFA-30 | S1.83 2722 | 5447 2338 | 5496 2160 | 57.00 2420 | 5924 2427 | 5312 2538

FGSM-8 | 80.05 1278 | 8333 648 | 3316 2977 | 7579 1674 | 7748 2593 | 72.88  14.93

NETR PGD-8 8325 1369 | 8554 7.9 | 2231 3544 | 8012 1519 | 80.67 2248 | 68.37 1698
CosPGD-8 | 8298 1348 | 8608  7.09 | 23.08 3480 | 80.12 1541 | 8137 2111 | 7052  17.51

VAFA-30 | 5267 2666 | 7418 1578 | 4939 2263 | 5590 2447 | 5827 2485 | 5216 2509

FGSM-8 | 8301 761 | 8134 511 | 7191 1815 | 5611 2183 | 80.69 1561 | 7472 1174

swinongrs  PEDE 84.04 749 | 8437 675 | 7173 1922 | 2169 3699 | 8242 1523 | 7215 1277
win CosPGD-8 | 8392 775 | 8438 725 | 7191 2024 | 2250 3620 | 8334 1998 | 7049 1323
VAFA-30 | 5150 2694 | 70.18  17.16 | 5350 2325 | 4844 2557 | 57.68 2501 | 5252 2527

FGSM-8 | 8155 1453 | 8327 511 | 7183 1999 | 7961 1374 | 7255 2119 | 71.54  14.86

vombap | PODE 8282 1281 | 8249 618 | 7214 1913 | 7995 1233 | 2495 3466 | 69.66 1529
UMamba-B | opep-g | 8258 1026 | 8269 737 | 7250 1878 | 80.14 1197 | 2554 3132 | 6893 1456
VAFA-30 | 5146 2735 | 7136 1779 | 5418 2282 | 57.14 1339 | 5338 2522 | 5183 2627

FGSM-8 | 8244 1341 | 8496 475 | 7123 2059 | 8182 1216 | 8197 1577 | 5165 24.22

PGD-8 8466 611 | 8771 343 | 7451 1816 | 8295 917 | 8612 746 | 2501 3243

UMamba-E | cpep-g | 8479 632 | 8731  3.84 | 7486  17.58 | 8301 952 | 86.19 7.4 | 2444 3155
VAFA-30 | 5501  27.08 | 7557 1577 | 5740 2080 | 6022 2385 | 6126 2454 | 5161 2572

Table 13: Performance of models against transfer-based black box attacks on ACDC dataset. For
pixel-based attacks results are reported for € = 25% indicated by attack names followed by the suffixes
—38, respectively. Regarding frequency-based attack VAFA, the results are reported with a constraint
on gmax set to 30, denoted as VAFA-30. DSC score (lower is better) is reported on the generated
adversarial examples.

Surrogate Attack BTCV ACDC Hecktor Abdomen-CT
DSC, IoU, DSC, IoU, | DSC, IoU} | DSC, IoU}

FGSM-8 | 7256 6084 | 6174 48.09 | 3641 2466 | 7673 6507

et PGD-8 | 7323 6139 | 60.44 4654 | 3615 2455 | 77.15 6553
CosPGD-8 | 7334 6151 | 60.50 46.68 | 3632 2459 | 77.05 6544

VAFA-30 | 6626 5380 | 4701 3551 | 3677 2470 | 69.82 5699

FGSM-8 | 73.16 6134 | 63.15 49.86 | 36.64 2473 | 7682 6521

seqresier | FPODTE | 7295 6124 | 6138 4764 | 3498 2357 | 7684 8527
CosPGD-8 | 73.05 6131 | 6199 4835 | 3476 2338 | 7692 65.32

VAFA-30 | 6628 5376 | 45.13 3364 | 3627 2439 | 7157 5892

FGSM-8 | 7159 59.82 | 6118 47.65 | 3752 2549 | 7549  63.66

NETR PGD-8 | 7215 6033 | 5893 4580 | 38.19 2608 | 76.15 64.44
CosPGD-8 | 7234 6046 | 5974 4655 | 3832 2637 | 76.16 64.43

VAFA-30 | 6531 5277 | 45.16 3343 | 4000 2724 | 6835 5507

FGSM-8 | 73.05 6119 | 6272 4868 | 3594 2420 | 7654 6491

) PGD-8 | 73.06 6123 | 6159 47.82 | 3635 2481 | 76.67 64.99
SWinUNETR | cocpgp-g | 73.04 6126 | 6132  47.65 | 3621 2462 | 7682 6522
VAFA-30 | 6523 5259 | 4332 3176 | 3861 2612 | 68.03 54.81

FGSM-8 | 7293 6112 | 6285 49.62 | 36.86 2505 | 7683 6523

PGD-8 | 7294 6116 | 60.10 4645 | 3556 2400 | 7701 6538

UMamba~B | o spep-g | 73.17 6134 | 6091 4699 | 3637 2464 | 7712 65.54
VAFA-30 | 6547 5315 | 4451 3298 | 3754 2541 | 71.61 5882

FGSM-8 | 73.03 6119 | 63.56 50.06 | 3695 2504 | 77.01  65.38

PGD-8 | 73.04 6128 | 6056 4678 | 3572 2414 | 77.15 6553

UMamba~E | o spep-g | 7324 6142 | 6115 47.62 | 3567 2412 | 77.02 6543
VAFA-30 | 6743 5523 | 4547 3404 | 3655 24.63 | 7147 5875

Table 14: Evaluating SAM-Med3D on adversarial examples crafted on surrogate models trained on
BTCV, ACDC, Hecktor, and Abdomen-CT datasets.



