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1. Completely block the density-based inversion attack[3] due to the all 3D lines intersect at a sphere center

2. Explore a new type of attack from breaching the sphere cloud and present a simple and effective strategy based on sparsification and the reusage of descriptors

3. Propose the first privacy-preserving localization framework to leverage depth observations for efficient camera pose estimation

3D Sphere Clouds: A new privacy-preserving scene representation 

Localization performance
✓ Sphere cloud shows similar localization accuracy among depth-guided localization methods 

and achieves real-time performance 
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Inversion attack - Pittaluga et al.[1]

• Deep inversion model enables to generate high-fidelity scene details from sparse 3D 
point cloud map 

• Privacy contents in the synthesized image can be exposed! -> “Inversion attack” 

Standard line cloud: P6L minimal solver[2] Sphere cloud: P3P minimal solver[2] (ours)

Uniform line cloud & PPL Sphere cloud (ours)
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Ground Truth Uniform line cloud[2] Paired-point lifting (PPL)[3] Sphere cloud (ours)

Trivial recovery! Red cam: Test camera | Blue cam: Virtual camera at center

3) Efficient localization via depth measurements2) Exploring and addressing the potential threat in sphere cloud1) Robustness to density-based inversion attack

Geometric lifting into 3D lines - Speciale et al.[2]

▪ Replace 3D points into 3D randomly oriented lines passing through them -> Prevent Inversion attack
▪ Propose point-6-Line (p6L) minimal solver for visual localization

Lifting process[2] Localization (p6L solver[2]) 

InvSfM[1]
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Recovered Image

Coarse estimation

Nearest lines 
estimation

(point-line distance)

3D uniform line clouds Nearest lines 
estimation

(line-line distance)

Obtain point candidates & Peak-
finding
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*Image credits: https://www.youtube.com/watch?v=PdwGHHizKXM

Density-based inversion attack - Chelani et al.[3]

▪ Propose to recover 3D points from (random) 3D lines

▪ Bayes rule: 𝑃(𝒫 ℒ) ∝ 𝑃(ℒ 𝒫)𝑃(𝒫), 𝑃(ℒ|𝒫) is constant in random lines

▪ Maximize 𝑃(𝒫) : Retriveving closest-point-to-other-lines & Peak-finding

Robust pose estimation with depth regularization
• Initial pose: Aligned RGB and Depth → Get 3D keypoints -> Efficient p3p solver[5]

• Minimizing total cost function (𝐿): LO-RANSAC pipeline with non-linear refinement

• Depth constraint (𝜆 = 10−4) leads to better localization accuracy than no constraint (𝜆 = 0)

c

Epipolar distance Depth constraint

Construction procedure
1. Project 3D points onto the unit sphere 

centered at the map centroid and discard 

the portion (𝜂) of sphere point

2. Fake points generation 

• Position: gaussian noise to the remaining point

• RGB, descriptors: recycled from rejected points

Addressing potential inversion at center by adding fake points

✓ More fake points (small 𝜂) leads to degradation of inversion results

Uniform line cloud[2]Pseudo-GT PPL[4] PPL+[4] Sphere cloud
(25% true points)

Sphere cloud
(33% true points)

Sphere cloud
(50% true points)
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Experimental Results
Qualitative results of inversion attack[1]

✓ Sphere cloud completely blocks the scene details compared to other 3D representations

Point cloud Uniform line cloud[2]Ground truth PPL[4] PPL+[4] Sphere cloud (ours)
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Conclusion
• Fully resilient to the density-based inversion attack and address the potential inversion at the 

center by injecting fake points

• Efficient and real-time performance localization with the guidance of depth measurements

• (Expected) The only privacy-preserving method against the recently proposed geometry inversion[6]

     Limitation and future work

• Noises of depth measurement lead to inaccurate localization → Improvement via denoising

Effect of gaussian noise (𝜎: standard deviation) Effect of true point portion (𝜂)

𝜂 = 33 % 𝜂 = 50 %Pseudo-GT 𝜂 = 25 %
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